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Summary

In order to protect (copy)rights of digital content, means are sought to stop piracy. Several meth-
ods are known to be instrumental for achieving this goal. This report considers one such method:
digital watermarking, more specific quantization based watermarking methods. A general water-
marking scheme consist of a watermark embedder, a channel representing some sort of processing
on the watermarked signal, and a watermark detector. The problems related to any watermarking
method are the perceptual quality of the watermarked signal, and the possibility to retrieve the
embedded information at the detector.

From current quantization based watermarking algorithms, like QIM, DC-QIM, SCS, etc,, it is
known that the achievable rates are promising, but that it is hard to meet the required robustness
demands. Therefore improvements of current algorithms are sought that are more robust against
normal processing. This report focusses on two possible improvements, namely the use of error
correcting codes (ECC) and the use of adaptive quantization.

Watermarking can be seen as a form of communication. Therefore, the robustness demand for
watermarking is equivalent with the demand of reliable communication for communication mod-
els. Therefore, the use of ECC gives certainly an improvement in robustness. This is confirmed
by experiments. Repetition codes are simple to implement and already gives a gain in robustness.
The concatenation of convolutional codes with repetition codes gives an improvement only in the
case of mild degradations due to the above mentioned processing.

In this report watermarking of signals with a luminance component are considered, like digital
images and video data. Adaptive quantization refers to the use of a larger quantization step size
for high luminance values, and a lower quantization step size for low luminance values. It is
known from Weber’s law that the human eye is less sensitive for brightness changes in higher
luminance values, than it is in lower luminance values. Therefore, using adaptive quantization
does not come at the cost of a loss of perceptual quality of the host signal. Adaptive quantization
gives a large robustness gain for brightness scaling attacks. However, the adaptive quantization
step size must be estimated at the detector, which potentially introduces an additional source of
errors in the retrieved message. By means of experiments it is shown that this is not such a big
problem. Therefore, adaptive quantization improves the robustness of the watermarking scheme.

It is valuable to know the performance of the watermarking scheme with the two improvements.
The used performance measure is the bit error probability. The total bit error probability is build
up from two components: One estimates the bit error probability for the case of fixed quantization,
with an Additive White Gaussian Noise (AWGN) or uniform noise attack; The other estimates the
bit error probability for the case of adaptive quantization, without any attack. Models for these
two bit error probabilities are developed.

At the embedder the distortion compensation parametess to be set. The optimal value for this
parameter is derived for the case of a Gaussian host signal and an AWGN channel. The value of
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this optimal parameteti* is compared with an earlier result of Egget§][and is shown to be
identical. But whereas Eggers found a numerical function, which he numerically optimizes, our
result leads to an analytical function, which can be optimized numerically.

So, we use two methods to improve robustness, namely the use of error correcting codes and
an adaptive quantization step size. These two methods are shown to be improvements. Also
an analytical model for the performance is derived, which can be used to verify analytically the
robustness improvement.
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Chapter 1

Preface

In today’s modern world, digital products are seen everywhere. The digitalization of all kinds of
media, like digital audio and video, has a lot of benefits for the consumer. Copying and distributing
digital content has become relatively simple with the introduction of computers and (fast) internet.
But there are also some drawbacks. Analog video, for example, has a build in copy protection
system. An analog copy results in quality degradation, and a copy of a copy of an analog video
has degraded so much, that it is not a pleasure to look at. Digital video however doesn’t have
this build in copy protection system, because a copy of a digital video is identical to the original;
There is no quality loss. Therefore it has become difficult for people to protect their intellectual
properties, like the intellectual rights on a digital video.

Methods to prevent the illegal copying of digital video has been sought since. One way of pre-
venting illegal copying is the use of digital watermarks. This is the subject of the report.

Watermarking for example digital video is changing the video sequence slightly, in such a way
that at a later time, this slight change can be detected. For example, if a DVD recorder is equipped
with such a detection device, it can search for a watermark in all video offered for copying. If
a watermark is found, copying is denied. In this way digital watermarking can provide a copy
protection mechanism.

Two of the most important demands that have to be met for watermarking digital content are the
following. The slight change made to the content, has to be slight indeed; People should not be
able to see or hear (in the case of audio) that an image, a video sequence, an audio stream, etc., is
watermarked. The second demand is that the watermark should not get lost very easily. For exam-
ple: modern televisions are utilized with image format buttons in order to switch between screen
ratio’s of 4:3 and 16:9. The watermark should still be detectable after such a switch. Other things

a watermark should be able to resist are, for example, the broadcasting of video over satellites,
conversions from one format to another (for exanvae to np3 for audio), etc.

This report focusses on improvements of an existing watermarking algorithm in order to get better
results for the above mentioned two demands. In Ch&éerd3 a general introduction to digi-

tal watermarking and to a specific existing watermark algorithm are given, respectively. Only in
Chapterd a more detailed problem description is given, because at that point the necessary termi-
nology has been derived. In later chapters, possible solutions to the problems stated in £hapter
are derived.

In this report some abbreviations are used which the reader might not be familiar with. These
abbreviations, together with the notation used in this report, are listed in Appé&ndnd the
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Chapter 2

| ntroduction

In this chapter digital watermarking is defined (see Sec®dhand some of its applications are
given in Section2.2 In Section2.3 criteria are given to judge the quality of a watermarking
process. Some characteristics of the Human Visual System (HVS) are given in Se4tiowl in
Section2.5 some of the possible attacks on digital watermarks are described. Finally, in Section
2.6, possible methods to put a watermark in digital content are considered.

For the general principles of digital watermarking the reader is referred to the excellent book of
Cox, Miller and Bloom, se€el{].

2.1 What isdigital watermarking?

In order to understand what digital watermarking is, it is good to understand the principle of
hiding information, because digital watermarking can be seen as a part of Information Hiding.
In Subsectior2.1.1 Information Hiding is treated. The general principles of watermarking are
discussed in Subsecti@l.2 In Subsectior2.1.3an analogy with banknotes is drawn.

2.1.1 Information hiding

Information Hidingis the process of sending information from one party to another, such that
either the message or the identity of the sender and the receiver is 'hidden’. Hidden means that the
message can not be read or removed by a third party, either because they don’t know the existence
of the hidden message or they are not capable of doing this.

Already in the early days of history, in the time of the ancient Greek, people used information
hiding techniques. One example (s&&]] tells about Histiaeus who informed his allies about the
exact moment to revolt against the Persians, by shaving the head of a trusted slave and tattooing a
message on his head. The hair of the slave grew back on and the slave was send through enemy
territory, looking like an innocent traveller. On his arrival, the slave just told the allied leader to
shave his head an read the message hidden there.

According to R7] Information Hiding can be divided into four categories:

Covert channels. Covert channels are communication channels that can be exploited by a pro-
cess to transfer information in a manner that violates the systems security policy. So, for

3
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example, information is carried over unintentionally by a computer program, to a user of the
system.

Steganography: Steganography comes from the Greek wostBganosand graphie meaning
"covered” and "writing”. It comprehends the hiding of a secret message into a host message,
such that nobody suspects its existence.

Anonymity: Anonymity is the communication of a message in which not the message itself is
the secret, but the sender or the receiver or both.

Watermarking: Watermarking is steganography plus a robustness (see S2@joaquirement;
Watermarking refers to the hiding of a message in a host message in such a way that if this
signal is altered, the hidden message still survives if the host survives.

So watermarking can be seen as a form of hiding information. Steganography and watermarking
are somewhat alike, because both methods have the goal to hide a message in a host signal. There
are however three differences between watermarking and steganography:

1. Watermarking considers information about the object, the host signal, where for steganog-
raphy the hidden message can be anything.

2. The robustness criteria are different. Steganography has the objective that information must
remain hidden, where watermarking has the objective that the information must not be re-
moved, altered or damaged, even if the watermarking algorithm is known to the adversary.

3. Usually steganography is one-to-one and watermarking one-to-many; For steganography
there is usually one sender and one receiver, and for watermarking there is usually one
sender and many receivers.

2.1.2 Digital watermarking

Digital watermarkingis the watermarking of digital content, like digital images, digital audio or
digital video. This digital content is often referred to as llest signalor thehost data

Digital watermarking is the process of making small adjustments to the host signal, in such a
way that these adjustments cannot be perceived by humans. These small changes represent in
some way the information one wishes to hide. The changes are callehteamark The host

signal together with the watermark adjustments is calledwhtermarked signal If the host

signal is represented hy and the watermarked signal lyy then the watermark, represented by

w, is defined asv £ y — z, i.e., the difference between the watermarked and the host signal.
Unless stated otherwise the signal are supposed f¢-denensional vectors in the real space. So

x= (21, ,zn),y= (Y1, - ,yn), Withz;,y; € R,i € {1,2,--- ,N}.

The process of watermarking a host signal is usually referredémagdding message in the host

signal. The process of reading the message at the receiver side is usually referrddterasg

a message from the received signal. The devices that embed or detect a watermark are called the
embeddennd thedetector respectively.

Watermarking can be seen as a form of communication. A general communication model is de-
picted in2.1 After a message: is embedded into a host signal the watermarked signalis
sent over some channel to the receiver. On the path from the sender to the receiver processing

4 ©Phi|ips Electronics Nederland BV 2003
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X n
y=x+w£L r

—" . Embedder—* —+ Detector—"—

Figure 2.1: A general watermarking process. A messagé embedded in a host signal
The embedder uses the host signal to make a watermarkhe watermarked signal is given by
y = x + w. After the embedding, attacks take placetiom watermarked iege, herem the form
of additive noise:. At the detector the signal= y + n = x + w + n is received. The watermark
is extracted fromr and then decoded to get a messagewhich is hopefully the same as the
embedded message

of the watermarked signal will take place. This processing can be anything, ranging from normal
processing to deliberate attacks. In Fig@ré this processing is depicted with additive notse
Processing alters the watermarked signal such that at the detector arsgredeived.

Normal processings considered to be all the processing that is regularly done on the signal, for
instance compression or perceptual improvement. Two other examples of this 'normal’ processing
are:

e Modern tv’s are equipped with a scaling button to go from one format to another. This
scaling is supposed to be possible without destroying the watermark.

¢ If a movie is broadcasted using satellites, the film is first compressed, then sent to a satellite
and back to earth, and then decompressed. The compression - decompression combination
introduces a distortion to the movie signal. The watermark is supposed to withstands these
processing steps.

A deliberate attaclks a form of processing that has the goal to damage the watermark such that the
sent message can not be retrieved at the detector. However, in this report both kinds of processing
are denoted by the word attack.

So, digital watermarking enables one to send information together with the host signal, the digital
content, and to extract this information afterwards. It can be seen from Rgltkat a digital
watermark is subjected to the same attack as the host signal.

2.1.3 Analogy with watermarksin banknotes

From everyday live it is known that watermarks are used in bank notes. This watermark is only
visible under the special operation of holding it to the light; This is the way to detect the watermark.
Seeing the watermark tells us that this bank note is trustworthy. There is an analogy with digital
watermarks. The presence of a digital watermark is only supposed to be detectable by using the
appropriate watermark detector.

For most applications it should be difficult to remove the watermark. Removal of the watermark
from a bank note is likely to destroy the bill in the process. The same is required for digital
watermarks. Depending on the application it is desirable for the digital watermark to survive
common signal processing or sometimes even deliberate attacks, similar to an attempt to remove
a watermark from a bank note.

©Philips Electronics Nederland BV 2003 5



rep 7254 Company restricted

For a bank note it should not be possible to recreate the watermark and in doing so being able
to create trustworthy bank notes. This is also required for digital watermarks. It should not be
possible for unauthorized persons to detect, extract or insert a digital watermark from or in audio-
visual content. These aspects are referred to asdabwerityof a digital watermark.

These, and more, requirements for digital watermarks are discussed in more detail in &ction

2.2 Applications

Digital watermarking can be used for a variety of applications.1B8) 22, 27] a number of them
are given:

Proof of ownership: Itis possible to embed a watermark in digital content representing copyright
information. In this case the information might prove who is the copyright owner of the
digital content. It should be a hard task to remove the watermark.

Fingerprinting: It is possible to embed a watermark representing a customer identifier. If an
illegal copy of the digital content is found, the copyright owner is able to trace it back to the
customer by reading the watermark on the illegal copy.

Copy Protection: Itis possible to embed a watermark in audio-visual content representing a copy
status (e.g. copy once, free to copy, copy never). A watermark detector reads this copy status
message and depending on the nature of this message the digital recorder can decide whether
or not to copy the content.

Broadcast Monitoring: In any broadcasted media, like commercials or television programs, it is
possible to embed a watermark. A watermark detector can automatically check if this media
item was actually broadcasted. "Other applications include verification of commercial trans-
missions, assessment of sponsorship effectiveness, protection against illegal transmission,
statistical data collection, and analysis of broadcast con2ght [

Data Authentication or Tamper Proofing: Itis possible to use a fragile watermark, see Subsec-
tion 2.3.2 to determine if digital content is altered, by checking whether or not the water-
mark is altered. In this case the watermark should be robust against small modifications, but
not against larger modifications. An example is the removal or insertion of a person into an
image of a crime scene: the watermark should not be robust against this kind of modifica-
tions, where it should be robust against minor modifications like lossy compression.

Indexing or Feature Tagging: The watermark can also represent additional information about
the content, like comments, captions or information useful for search engines (keywords).
The security requirements are not relevant in this case, because indexing is considered a
service, so it is unlikely that someone wants to remove the watermark.

Medical safety: In order to not accidently combine an x-ray image with the wrong patient, it is
possible to embed a patients name on the x-ray image. In this case high demands have to be
met with respect to the imperceptibility of the watermark, because a doctor does not want
any uncertainty whether something on his x-ray image is a tumor or just some watermark
artefact.

6 ©Phi|ips Electronics Nederland BV 2003
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Data hiding: A non-perceptible message embedded in digital content can contain secret or just
hidden information. It is for example possible for terrorists to communicate secretly using
digital images on an internet-site.

The first two applications together are usually referred toogyright protection

2.3 Performancecriteria and characteristics

In order to judge the quality of a watermark embedding algorithm, some criteria are given. There
are several criteria, some of them already mentioned. Depending on the application some proper-
ties are more important than others. For example for medical safety applications (see &&tion

it is important that the watermark is absolutely imperceptible, but not necessarily robust against
signal processing. For copy protection the imperceptibility properties are still high, but not that
absolute. The robustness demands are very high in this case.

The following characteristics of watermarking algorithms are considered: imperceptibility, robust
and fragile watermarks, false positive and false negative probabilities, payload and capacity, secu-
rity, computational cost, blind and non-blind detection. These criteria are described in Subsection
2.3.1- 2.3.7 In Subsectior2.3.8the relations between those criteria are given.

2.3.1 Imperceptibility

A first criterion is that of the already mentionedperceptibilityof the watermark. A watermark is

truly imperceptible if humans cannot distinguish the original from the watermarked data if they are
laid side by side. Sometimes this is relaxed to the condition that one cannot see the watermark if
the original data is not available for comparison. Imperceptibility is also referredgerasptual
transparency

In practical situations it is sometimes necessary to allow some amount of perceptibility of the
watermark. But how to measure this amount? The best way would be to use the human senses
to determine the perceptibility, because this is the ultimate criterion for deciding whether or not a
watermark is perceptible for humans. Unfortunately, this is not convenient for practical purposes.
Therefore, some sort of objective measure of perceptibility is used. The best objective measures
are those that imitate the human senses. Unfortunately, these measures are really complex, because
the models of the Human Auditory System (HAS), for audio, or the Human Visual System (HVS),
for still images or video, are complex. Therefore three rather simple measures to establish the
perceptibility of a watermark are used: the Signal-to-Noise Ratio (SNR, the watermark is seen as
noise), theMean Squared Erro(MSE) and for stillimages the Watson-metric. Because this report

is focused on still images, a description of the HVS is given in Se&idn

The idea behind the use of tisgnal-to-Noise Ratits that a watermark is less perceptible if its
energy is low compared to that of the host signal. The SNR is defined as:

SNR £ 1010 % (2.1)
= €10 o2 )7 .

w

©Philips Electronics Nederland BV 2003 7
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where z is the host signal (the digital content), the watermark and? the variance, which
represents the energy. The variance of2, is calculated as usual as:

N
1
=) (i —7) 2.2
JI N_li:1(xl ‘Z.)’ ( )

wherez is the mean value of. o2 is calculated in the same way. Another distortion measure is
the MSE, which is defined as

N N
MSEALZ(._ .)2_lz 2 (2.3)
=N yi— )" = w; . )
i=1 1=1

The SNR and the MSE are more a measure of distance than of perceptual distance.

The Watson-metric is more like a measure of the perceptual distance. This distance is calculated
using the Watson model which takes into account three factors: contrast sensitivity, luminance
masking and contrast masking. This metric is a little more sophisticated than just using the SNR,
because it takes into account some aspects of the Human Visual System, see BSéctan a
description of the Watson model see Section 2.26}.[

Sometimes also visible (but not disturbing) watermarks are used, but we will not consider those
kind of watermarks. We will focus on imperceptible watermarks.

2.3.2 Robustness

Another important criterion already mentioned is that ofihlustnes®f a certain watermarking
algorithm. According to9], a truly robust watermark is a watermark that survives signal process-
ing whenever the host signal does. In other words, robustness is the ability to withstand normal
processing of the watermarked signal.

Two criteria for robustness are used in this study, robustness against noise and against lossy com-
pression. Robustness against noise is measured as follows. White Gaussian noise is added to the
watermarked image and it is checked if it is still possible to detect the embedded information. The
maximum amount of noise added, after which it is still possible to detect the information, can be
considered as a measure for robustness against noise. Also the bit error rate at certain values of
noise power can be considered as robustness measure. In order to check robustness against lossy
compression techniques, JPEG compression on the watermarked image is performed. The mini-
mum JPEG quality factor used, after which it is still possible to correctly detect the watermark, is
considered as a measure for robustness against lossy compression.

Itis possible to determine the probability that after a noise attack a detected message bit is different
from the embedded message bit. This bit error probability as a function of the noise energy can
also be seen as a measure for robustness against noise.

There are also other types of digital watermarks, like fragile onedragile watermarkis the
opposite of a robust one. If the host data is somehow altered, this should be visible in the detection
result. Sometimes it is important to prove that a photograph of e.g. a crime scene is not altered.
This could be proved in court by showing that the fragile watermark has not been changed.

Because in most applications the watermark should be robust, we do not consider fragile water-
marks, but robust ones.

8 ©Phi|ips Electronics Nederland BV 2003
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2.3.3 Falsepositive and false negative probabilities

A false positivas a detection of a watermark while no watermark is embeddedfalée positive
probability is the probability that a false positive occurs.félse negatives no detection while

a watermark is embedded. Tfase negative probabilitis the probability of such a missed de-
tection. The relevance of these probabilities depends on the application. For the case of DVD
video copy protection it should never happen that a DVD recorder refuses to copy something the
user has made himself (and is therefore not watermarked, at least not with the correct watermark).
Therefore the false positive probability should be very low in this case. The false negative proba-
bility is in this case not as important as the false positive probability; It is not a really big problem

if a user makes an illegal copy every now and then, as long as this is within limits. In general the
false negative probability is important for most applications, because this probability represents
the robustness of a watermark.

2.3.4 Payload and Capacity

The payloadis the amount of information that can be embedded in the host datacafiaeity

is defined as the amount of information that can be embedded and detected without errors. These
amounts depend on the host data and on the watermarking algorithm. Directly related to capacity
is therate. The rate is defined as the capacity divided by the total lengdi the host signal.

2.35 Security

The security of a watermark relates to the (in)ability to detect, remove or insert a watermark
from or in the host signal. Usingerckhoffs’ principle[21], a watermark should still be secure

if the watermarking algorithm is known to the adversary. Security must lie in the use of a secret
key. Security is the ability to withstand active (deliberate) attempts to disable the communication
through the watermark channel. Security also relates to the total watermarking system. If it is
possible for example to bypass the hardware in a DVD recorder that detects the watermark in a
DVD, then the system is not secure, although the watermarked secret has not been compromised.

2.3.6 Computational cost

Thecomputational codt the effort it takes to embed or detect a watermark. This can be measured
in time, like clock cycles of a computer, but also in the need of extra memory capacity (thus
making an application more expensive). The importance of this criterion varies per application.
For example for broadcast monitoring the detection must be done in real-time, so the speed is
important, but for copyright protection the speed is not important.

2.3.7 Blind detection

At the detector the original data may or may not be available for comparison with the received data.
The absence of the original data at the detector is referreddiinasdetection It is clear that with
non-blind detection it is easier to check for a watermark. In practice, however, the original data is
usually not known at the detector. We will therefore focus on blind detection.

©Philips Electronics Nederland BV 2003 9
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Perceptual
Transparency

Payload 9 Robustness

Figure 2.2: Mutual dependencies between the performance criteria. Partially reproduced from
[22).

2.3.8 Thetrade-off between performancecriteria

In order to make a watermark very robust, very large modifications to the host data are needed.
But, in doing so the watermark is made perceptible. This is an important observation, because it
is telling us that for an optimal watermark a trade-off has to be made between the performance
criteria. A large payload will come at the cost of reduced robustness and perceptual transparency.
The relationships between the criteria are shown in Fig2e

24 TheHuman Visual System

In order to measure the impact of a watermark in terms of perceptibility, some knowledge of
the Human Visual SysteifiHVS) is needed. Another reason to consider the HVS is that it gives
information about the regions in which the human eye is insensitive. Those regions are a perfect
option to embed the information in, because larger modifications are possible, without the human
eye detecting them. In this section some basic characteristics of the HVS are treatek, $4¢e [

29, 30] for more on this subject.

The sensitivity of the human eye for certain stimuli is treated in Subse2tibd The fact that
certain stimuli can be masked with others is considered in Subs&t#dah Pooling is treated in
Subsectior2.4.3

2.4.1 Sensitivity

The two most important sensitivity characteristics for the human eye are brightness and frequency
sensitivity. Brightness sensitivitgefers to the fact that the human eye is less sensitive to brighter
signals, i.e., it will take a larger difference in bright signals than in signals with low luminance

in order for humans to perceive it. Therefore it is possible to embed more of the watermark in
regions with higher brightness. This principle is depicted in FigLige

A just noticeable difference is the amount two stimuli need to differ by in order for the difference

to be perceived.Weber's lawstates that these just noticeable differences are a function of the
percentage change in stimulus intensity not the absolute change in stimulus intensity. This means
for example that the perceived difference between the light intensity of 10 and 11 candles in a
room is not the same as the perceived difference of 100 and 101 candles, but rather the difference
of 100 and 110 candles. So the bigger the stimulus the bigger a change required for it to seem

10 ©Phi|ips Electronics Nederland BV 2003



Company restricted rep 7254

100

10

Variance of just not visible noise

1 1 1 !
0O 10 20 30 40 50 60 70 80

90 @o
Luminance of uniform background (%)

Figure 2.3: Reproduced fron2P]. The effect of background luminance on the maximum contrast

of a just-not-visible noise pattern. Zero luminance corresponds to a black background on a CRT
display; a luminance level of 100 % corresponds to a white background on a CRT display. At
luminance levels around 30 % the human eye is most sensitive to noise patterns. The straight
dashed line through the origin represents Weber’s law.

different. In order to perceive light differences the percentage two stimuli should differ is around
6 %. A mass difference can be detected by humans if it is more than 2 % and a sound frequency
difference if it is more than 0.3 %. So the human ear is much more sensitive than the human eye,
therefore it is more difficult to embed information in audio than in video. As can be seen from
Figure2.3 Weber’s law holds for luminance levels over 30 %.

Frequency sensitivitgan be divided into three forms for vision: spatial, spectral and temporal fre-
guency sensitivities. Spatial frequencies are perceived as patterns or textures, spectral frequencies
as colors and temporal frequencies as motion or flicker.

Spatial sensitivitys usually described by the sensitivity to contrast in luminance as a function of
spatial frequency, the result is the contrast sensitivity function, see F2gdiret can be seen that

the human eye is most sensitive to luminance differences in the mid-frequencies and less sensitive
for the higher and lower frequencies.

The frequency sensitivitys illustrated with Figure2.5. The normal responses to the low, the
middle and the high frequencies, often called the blue, the green and the red channel, respectively
are depicted. The human eye is significantly less sensitive for blue frequencies than it is for the
red and green frequencies. Therefore, some watermarking methods embed a large proportion of
the watermark in the blue channel of an RGB image.

Figure 2.6 shows theemporal sensitivityor the human eye. It can be seen that for frequencies
over 30 Hz, temporal sensitivity falls rapidly. This is why television and cinema frame rates are
not necessarily to be more than 60 frames per second. The total theory for temporal sensitivity is
very difficult, because the human eye follows moving objects. Temporal and spatial frequencies
are therefore partially converted into each other. A static watermark that is imperceptible in a
single video frame, can therefore be perceptible if more frames are shown after each other, like in

©Philips Electronics Nederland BV 2003 11
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Figure 2.4. Reproduced fron2P]. The contrast sensitivity function in order to illustrate the
spatial sensitivity of the HVS.
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B

300 400 500 600 700
Wavelength (nm)

Figure 2.5: Reproduced fromlf]. The sensitivity of the human eye for color, for the red (R),
green (G) and blue (B) channel.
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Figure 2.6: Reproduced fronmlf]. The sensitivity of the human eye for temporal frequencies.

video. This effect is called the dirty window effect.

2.4.2 Masking

Signals can benaskedoy other signals. This means that the presence of one signal, may render
another signal imperceptible. For example, we may hear a single tone with some intensity at 1000
Hz, but we may not hear that same tone if at the same time there is a tone at 1050 Hz with a higher
intensity. Another example is that it is easy to see noise in a part of an image where everything
is smooth and flat, but the same amount of noise in a highly textured area of an image might be
imperceptible for the human eye.

Three of the most important masking principles are brightness or contrast masking, frequency
masking and temporal maskinBrightness maskingefers to the fact that local brightness is able

to mask contrast change&requency masking the fact that one frequency can mask another.
The perception of a sound can be masked with a previous or even a future sound, this is called
temporal masking

A good area to embed a watermark in an image are highly textured areas, because the watermark
noise is masked by the patterns of the image.

2.4.3 Pooling

Once one has developed models for estimating the effect on perceptibility of changing certain
characteristics (like changing pixel values, frequencies, etc.), it is necessary to combine all these
characteristics in order to come to an overall indication for the perceptibility of a watermark in an
image. Combining all the separate perceptibility changes in one estimate ismadiéu,

©Philips Electronics Nederland BV 2003 13
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2.5 Possible attacks on digital water marks

As already mentioned, watermarks need to be robust against all kinds of attacks. A distinction
has to be made between attacks directly on the watermark and targeted against other components
of the watermarking system. For example, if it is relatively simple to remove or disconnect a
watermark detection chip in a DVD-player, an attacker will focus his attention to this part of the
system in order to reach his goal (in this case: to copy a DVD). In this section those kinds of
attacks are not considered, but the attention is focused on direct attacks on the watermarked data.
An arrangement of attacks is given in Subsecfdfiland some of the most common attacks are
mentioned in Subsectidh5.2- 2.5.4

Some of the attacks mentioned in this section are considered to be normal processing, where others
are deliberate attacks.

2.5.1 Arrangement of attacks

Setyawan 32] gives a description and classification of different attacks. An overview can be
extracted from his article and is given in Figl24.

From this figure it can be seen that a distinction is made between attacks aimed at the watermark
itself and attacks aimed at the host signal alone. The latter one can for example be used by an
adversary wanting to change a watermarked image of a crime scene, because this image identifies
him as the perpetrator. His goal will be to change the watermarked image in such a way that he
can no longer be identified as the guilty person, but that it is not visible in the watermark that the
image has been altered.

Attacks on watermarks can be divided into three cases, namely attacks with the goal to remove the
watermark, synchronization attacks and ambiguity attacks, see Subs2&igre.5.3and2.5.4
respectively.

2.5.2 Removal attacks

Removal attackhave the goal to completely remove a watermark or damage a watermark to an
extent that the watermark detector cannot detect it anymore. Generally, there are two types of
removal attacks: one that processes the watermarked signal without analyzing it, and one that
analyzes the watermarked signal in order to remove the watermark.

The first category, simple removal attacks, works both on the host signal and the watermark, and
it affects the quality of both. Because the watermark energy is usually much lower than the host
signal energy, the watermark is faster degraded than the host signal.

The second category, the analysis removal attacks, tries to analyze or estimate the watermark.
After this analysis it is attempted to remove the watermark. These kinds of attacks are a lot
smarter than simple attacks, and they usually affect the watermark, but keep the host signal more
or less intact.

Examples of simple removal attacks are

Lossy compression: Examples of lossy compression techniques are JPEG (Joint Photographic
Experts Group: named after the committee that defined it) and MPEG (Motion Pictures
Experts Group: data compression standard for motion-video and audio) compression. These

14 ©Phi|ips Electronics Nederland BV 2003
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Attacks on water marked data

Attacks aimed at the watermark Attacks aimed at the host signal

Removal attacks Synchronisation attacks Ambiquity attacks

e Geometrical transformation

e Pixel deletion / substitution

Mosaic attack

Simple removal Analysis removal

Scramble / unscramble attack

Non-linear filtering

Lossy compression

Noise addition Statistical averaging

Collusion attacks

DA- & AD-conversion

Embedder / detector ol
servation

Transcoding

General filtering

Figure 2.7: An overview of possible attacks on a watermarked signal. This overview is based on
[32]. Some of the attacks are normal processing and other deliberate attacks.
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techniques usually work on the parts of the data that are less important for the perceptual
guality of the signal. Watermarking techniques usually also work in these parts, therefore it
is likely that the watermark gets damaged due to lossy compression techniques.

Noise addition: The added noise is usually random and uncorrelated with the host signal and,
more importantly, the watermark. Therefore it is unlikely that the noise affects the detection
of the watermark, unless the power of the noise is very high. In this case the perceptual
quality of the watermarked signal is highly degraded, which is usually also unwanted by an
attacker.

DA- & AD-conversion: Digital-to-Analog and Analog-to-Digital conversion takes place for ex-
ample if a digital image is printed and then scanned again, or when a digital movie is
recorded on an analog videotape. In these cases the watermarked signal, and also the water-
mark, is not completely the same as it was in the digital case. Some embedding techniques,
like LSB modification (see Subsecti@i6.2, are not robust against these degradations.

Transcoding: The process of going from one representation of data to another is called transcod-
ing. Examples are going from a bitmap (BMP) image file to a GIF file (Graphics Interchange
Format) and re-encoding an MPEG-stream into a higher or lower bit rate. This affects the
watermarked signal and the watermark could be damaged or even lost.

General filtering: General filtering techniques can be used to remove a watermark. Low pass
filtering for example, might be able to remove a pseudo-random noise watermark, since the
watermark is essentially a high frequency noi38 [

Examples of analysis removal attacks are

Non-linear filtering: Using these techniques watermarks can be estimated and a watermark can
be removed by subtracting this estimate from the watermark data. In this way an estimate
from the unwatermarked host signal is obtained.

Statistical averaging: If an attacker has a number of signals (images, video-frames), all water-
marked with the same watermark, it is possible to average all images and extract an estimate
of the watermark from this average. This only works if the watermarks are not dependent of
the host signal.

Collusion attacks: In this case there are a number of copies of one host data, watermarked with
different watermarks. Combining all these copies, it is possible to estimate the original host
signal by statistical averaging.

Embedder / detector analysis. An attacker possessing a watermark detector is able to look for
the smallest modifications made on the watermarked signal, which renders the watermark
undetectable. An attacker possessing a watermark embedder is able to watermark unwa-
termarked material and obtaining the watermark by taking the difference. After this it is
possible to subtract the watermark from the original signal. If this modified host signal
is then watermarked, the result is approximately the same as the original unwatermarked
material.
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2.5.3 Synchronization attacks

In the case ofynchronization attacksn attacker will not try to remove the watermark, but just to
remove the synchronization with the detector, and in this way making a watermark undetectable.
The quality of the image is to a large extent unchanged.

Examples of synchronization attacks are

Geometrical transformation: By simply shifting an image a few pixels to some direction (trans-
lation), the watermark detector is unable to find the watermark (although it is still there),
while the image remains largely unchanged. Other examples of geometrical transforma-
tions are scaling, zooming, cropping and rotating.

Pixel deletion / substitution: It is possible to render a watermark undetectable by removing a
complete column of an image, or replacing it by another column. The image is still largely
the same after this operation.

Mosaic attack: With this attack an image is divided into smaller blocks. The detector will usually
fail to detect a watermark in this smaller portion. The total image can still be represented by
holding the smaller blocks together, like a mosaic.

Scramble/ unscramble attack: It is used to bypass copy protection schemes in for example
DVD-players. First the watermarked and illegal copy of a video is scrambled (mixed), this
scrambled copy is played on a DVD-player, which doesn’t recognize the watermark. Then,
the copy is unscrambled in order to obtain the original copied video.

2.5.4 Ambiguity attacks

In the case oAmbiguity attackshe attacker simply tries to embed another watermark in the already
watermarked image. This way it is difficult for the detector to detect the original watermark.

2.6 Different watermarking techniques

Embedding a watermark can be done in a number of different ways. First of all it is possible to

change directly the pixel values of an image or a video frame, this is called embedding in the

spatial domain. It is also possible to find a representation of a host signal in another domain
and perform modifications on the coefficients in that domain. Examples of those domains are the
Discrete Fourier Transform (DFT) domain, the Discrete Cosine Transform (DCT) domain and the

wavelet domain, see Subsectipi®.1

When embedding a watermark in the DCT-domain, first the Discrete-Cosine-Transform is taken
from the host signal, and then maodifications are mode on the DCT-coefficients. The same holds
for the other domains.

Making these modifications can also be done in a number of different ways. Well known tech-
niques are Least Significant Bit (LSB) modification, noise-addition, Spread Spectrum techniques
(for example the Patchwork algorithm), the reordering or deletion of coefficients, warping or mor-
phing data parts, etc., see Subsec8dh2- 2.6.4 Other watermarking processes are quantization
techniques like Quantization Index Modulation (QIM), see Chapter
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Figure 2.8: The embedding of a watermark in a transform domain. Representations in the trans-
form domain are denoted with capitals.

2.6.1 Domain of embedding

To embed a watermark in another domain than the spatial one, it is necessary to first make a
transform to that other domain. Then the watermarking is done in this transform domain, after
which an inverse transform is done in order to get back to the spatial domain. This is after all the
domain humans can see things in. This watermarking scheme is illustrated with Eigure

Some of the most important transformations are the Discrete Fourier Transform (DFT), the Dis-
crete Cosine Transform (DCT) and the Mellin-Fourier Transform. All these transforms only give
information about the frequency of a signal. A quite new concept is that of the Discrete Wavelet
Transform (DWT). In the DWT-domain there is not only information available about the frequency
aspects of a signal, but also about the time or spatial aspects. Using the DWT it is possible to con-
trol both aspects of a signal, while watermarking it. Fr@w| we have:

Discrete Fourier Transform (DFT): The Discrete Fourier Transform is very well known in the
area of signal processing. It is useful for controlling the frequency aspects of a host signal
and the watermark. For a host sigrfél, ) of size Ny x N, the DFTF (u, v) is given by:

A et —2mizu  —2miyv
R &9 30 3 fe oo (TR a
with 3 = (N7 - Ny)~ /2. The inverse DFT (IDFT) is given by
A et 2mizu  —2mWiyv
flxz,y) =P uz_;) ; F(u,v) eXp< N, + N, > . (2.5)

Discrete Cosine Transform (DCT): The Discrete Cosine Transform is used in lossy compres-
sion techniques, like JPEG and MPEG. It is also used in studies on visual distortions. Be-
cause of this, using the DCT gives more robustness to JPEG and MPEG compression, the
perceptual quality of a watermarked signal is more easily calculated, and it is possible to
directly embed a watermark in the compressed domain (which saves computation time and
thus costs). The DCT for a signf(z, y) of size Ny x N is given by:

A 2 et mu(2x + 1) mv(2y + 1)
F(u,v) = N C(u)C(v) Z Z f(z,y) cos <T) cos (27]\[2> . (2.6)

z=0 y=0

18 ©Phi|ips Electronics Nederland BV 2003



Company restricted rep 7254

whereC(u) = 1 for u = 0 andC(u) = 3V/2 otherwise. The inverse DCT (IDCT) is given

by
L 2\ mu(2z + 1) mu(2y + 1)
flz,y) = NN, UE:O UZ:O C(u)C(v)F(u,v) cos <27N1> cos <W> )

(2.7)

Fourier-Mellin Transform: Most watermarking algorithm are not (very) robust against geomet-
rical attacks, see Subsecti@rb.3 TheFourier-Mellin Transformis based on the translation
invariance property of the Fourier transform:

flz1+a,22+b) — F(u,v)exp (—i(au + bv)) . (2.8)

Use of this property, makes the watermark robust against a spatial shift. Robustness to
rotation and scaling (zoom) can be achieved by using a log-polar mapping:

r=e cos(# .

(z,y) xpp)cos(0) i ) e Randd e (0,27, (2.9)
y = exp(p) sin()

whereR is the set of possible scale-factors. This way, a rotation results in a translation in

the logarithmic coordinate system and a zoom results in a translation in the polar coordinate

system.

2.6.2 Least Significant Bit (L SB) modification

Pixels in an image or a video frame are usually represented by an 8-bit number (0 -2255)in
Modifying the last bit from a pixel results in the addition #fl in Zs55. This modification is

so small, that it is very difficult to see in the image or video frame. Because madifying this last
bit introduces the smallest possible distortion, it is called the Least Significant Bit (LSB). A very
simple way of embedding a binary message in an image is by modifying the LSB such that it is
equal to the message bit. This way it is possible to embed a message bit in every pixel, so the
payload of this method is very high. But the drawback is that it is not very robust: changing the
LSB’s by a random pattern, completely removes the watermark. Therefore the capacity is very
low.

2.6.3 Spread Spectrum techniques

The embedding of a watermark usiSgread Spectru8S) techniques, consist of the adding of a
pseudo-random noise pattermo a host signal:

y=x+p. (2.10)
The detection is based on correlation. The correlation of the watermarked gigithlthe known

patternp is determined. If the correlation is above some thresiglid is assumed that the water-
marked signal was indeed watermarked with pattern

(y,p) = (x +p,p) = (z,p) + (B, p) = (P, p) (2.11)
~ {1 th=p (2.12)
< 1 otherwise
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where the first approximation comes from the fact that the pseudo-random noise paitelthe
host signal: are highly uncorrelated, and the second approximation follows from the definition of
the correlation coefficient.

This Spread Spectrum technique is highly robust against simple attacks, but it is only possible to
embed one bit: watermark or no watermark. It is possible to embed more than one bit into a host
signal by dividing the host signal into smaller subsamples and embed one bit in each part. This
will come at the cost of some robustness. If an image is cropped, bits will get lost.

Another way to embed more than one bit into a host signal is by using a technique called Direct
Sequence Code Division Multiple Access (DS-CDMA) Spread Spectrum communication. Where
as normal Spread Spectrum adds only one pattern, DS-CDMA Spread Spectrum uses more than
one (V) patterns. The embedding is then:

N
y=z+Y_ Bipi (2.13)

i=1

where

5, = {+1 if message bite 0 (2.14)

—1 ifmessage bit 1

Detection is again done by correlation. The decision rule for pattitn

> (0 thenaOis detected
E[(pi — Epi)(y — Ey)] = { ) : (2.15)

<0 thenalisdetected

This DS-CDMA Spread Spectrum technique is (to some amount) robust against cropping, but
there is some interference between the watermark patterns.

2.6.4 Patchwork Algorithm

A very simple example of a Spread Spectrum watermarking method Rattcework algorithm
The pseudo-random pattern used here consistsl &f

The Patchwork algorithm divides an image into two sétsnd B. To embed 0, the values of the
pixels in setA are raised by 1 and the values of the pixels inBetre lowered by 1. In order to
embed 1, the values of the pixels in geare lowered instead of raised and thafbfaised instead
of lowered. Let's say that the setsand B both have the siz&/. Detection is done by comparing
the differenceD of the averagesa andyp of setA and B. If a watermark is embedded (in this
case a 0), this detection looks like:

D=ya—7yp= Nzyz Nzyz_Nle—i_l__ (xi_l)
yeA yeB €A reB
=TA—-Tp+2~2, (2.16)

where itis assumed that the average of pixel values id ggfuals that of seB. Ifa 1 is embedded
7A — yB ~ —2 and if nothing is embeddegy — y5 ~ 0.
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A thresholdT" €]0, 2] can be set, and the decision rule for the detected messageidit

1 if D<-=T
m = ¢ nothing if-T<D<T. (2.17)
0 if D>T

The precise form of the sets and B is the secret of the watermark embedders.
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Chapter 3

Quantization Water marking

As seen in SectioR.6, watermarking can be done using several techniques. The focus of this
report is on quantization watermarking. In this chapter we will explain the basics of quantization
based watermarking methods. As seen before, a watermarking process consists of the embedding
of a watermark in a host signal, the transmission of the watermarked signal over a channel mod-
elling the attacks, and the subsequent detection. Because in practice the host signal is not available
for comparison at the detector, only blind detection is considered (see Subsz8tignThe de-

tection of the watermark at the detector is influenced by the host signal, this is lsaiedignal
interference At the embedder the host signal is known. It is possible to use this information in
order to reduce the host signal interference on detection. The principle of using the host signal
at the embedder is known as usisige information at the encodea concept of Claude Shannon

[34].

Costa [L1] considered this principle for an Additive White Gaussian Noise (AWGN) channel and
an i.i.d. Gaussian host signal. See Figrg where the noise is i.i.d. Gaussian noise. Costa
proposed a blind scheme that performs as well as a non-blind scheme, i.e., the detection perfor-
mance cannot be improved by giving the detector access to the original data. Host interference
at the decoder is completely absent. Chen and Wornell rediscovered the paper oflTosiel [
introduced the principle of using side information at the encoder into the world of watermarking.
The so-called Ideal Costa Scheme (ICS) is discussed in Sekfion

It was shown by Chen and Wornell that their previously proposed watermarking scBetn® p|

based on the so-called Quantization Index Modulation (QIM) scheme, can be explained in terms of
Costa’s scheme. An extended version of QIM, distortion compensated QIM (DC-QIM), performs
as well as the Costa scheme. In Sec8a2QIM and DC-QIM are discussed.

The Costa scheme is not practical, as will be seen in Se8tihand therefore attention is paid to
some practical implementation of the ICS, the so-called Scalar Costa Scheme (SCS), developed
by Eggers et al.15, 17, 18]. This scheme is considered in Sect®3.

This report is focussed on binary dithered quantization, which is a simple case of the SCS or
DC-QIM. The resulting scheme is explained in simple terms in Se&i4n

In Section3.5and3.6the principles of embedding and detecting a message are treated.

The performance judgement of the different schemes is based on information theoretic notions
of capacity, rate and distortion. Good books on this subject H2e2B]. Basic knowledge on
information theory is assumed.
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Figure 3.1: Costa’s scheme. Partially reproduced frob&]] Compare with Figure2.1

3.1 Theldeal Costa Scheme

The communications problem, as depicted in Figik is to retrieve the message embedded

in a host signak at the detector. Costa assumed that the host sigaald the noise signal are

of length N and i.i.d. Gaussian distributed, i.e:,~ N(0,02Iy) andn ~ N(0,021y). The
interfering Gaussian noisaesandn are not known at the decoder. The encoder, however, knows
xX.

At the encoder, the watermarked signal is chosen depending on the messtue side infor-
mationz and realizations, of an auxiliary random variabl&. Appropriate realizations of U
for all possible messages and all possible side informationare listed in a codebodk. The
watermarkw has a lengthV equal to the length of the host signal.

In order to solve this communications problem, Costa introduced-aliimensional random code-
booki/™N with codewords:

uN & {u(p) =w?® 4 ax® |pe{1,2,---,P},
(3.1)
W ~ N (0,0%In),X ~ N (0,0%1Iy) }

wherew® andy(®) are realizations of twdV-dimensional independent random proced$eand
X with Gaussian pdf, and a real codebook parameter, with< o« < 1. The size of the codebook,
i.e., the number of codewords, is given By typically a large number. So the codebdaR is
really a random codebook, containidgcodewords of lengtiv.

In the limit asN — oo, Costa’s codebool¥ achieves the capacity of communication with i.i.d.
Gaussian side informatianboth at the encoder and decoder and an AWGN channel.18e&]
for more details on the Ideal Costa Scheme.

The codebook is partitioned intt/ disjoint sub-codebooks, withd the number of possible wa-
termark messages. Partitioning is done such that each sub-codéfoadntains about the same
number of codeword sequences.i&0 = U uU U - - - uU). This codebook is available both
at the encoder and decoder. See also Figute

According to [L8] the embedding of a messageinto the host signat is equivalent to finding a
sequencey in the set/Y such thatw = ug — ax is nearly orthogonal in the Euclidean sense to
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z. If the length of the codewords goes to infinity the probability that no such sequengexist,
goes to zero exponentially.

Subsequently, the watermarked signa+ = + w = (1 — a)z + uy is transmitted over the AWGN
channel and the received signatis- y + n.

Decoding is done by finding a sequencé the entire codebool¢” such thatu — ar is nearly
orthogonal tor. The probability that there is only one such sequemgés high if N goes to
infinity. The indexim of the sub-codebooMﬁ]X containingu is the decoded message.

Costa showed that for the codebo@&1j), for N — oo, and with optimal parameter®, with

P O%  _ 1 (3.2)
O T 02402 T 14 10-WRR/ID '
the capacity is
1 2
Cros = = log (1 n ”—”5) : (3.3)
2 os

which is equal to the capacity of the transmission scenario where the hostsigrialown to the
decoder 18]. So the Costa scheme is optimal in the sense that it is capacity achieving. Here the
WNR is theWatermark-to-Noise Ratiwhich is defined as

0.2

WNR £ 101logy, (g-g’) : (3.4)
n

So, not knowing the host signal at the decoder does not decrease capacity. Note that the capacity

depends only on the WNR and is independent frorAlso note that this capacity is only achieved
for a huge random codebook size, therefore this is not a practical way of achieving full capacity.

3.2 Quantization Index Modulation

Chen and Wornell proposed a watermarking scheme which they called Quantization Index Mod-
ulation. They showed that this scheme is a special case of the Ideal Costa S6h&n&[M

is ICS witha = 1. They also showed that QIM is not capacity achieving compared to the ICS,
but in fact close. Therefore they proposed an improvement of QIM, which they called Distortion
Compensated QIM (DC-QIM). This DC-QIM scheme is in fact equal to the ICS and therefore
optimal. The principle of QIM is explained in Subsecti®2.1and the extension of this scheme
(DC-QIM) is treated in Subsectidh2.2

3.2.1 Quantization Index M odulation

Chen and Wornell view the embedding functigr= s(z;m) as an ensemble of functions of the
host signalr, indexed by the message. For the distortion to be small it is required thaandz

are close in distance, sdz;m) ~ x, Ym. For this system to be robust it is required that the em-
bedding functions are far away in some sense for different messag#s(som;), s(z, m;)) >
0,Vi,7,1 # j, with d(u, v) some distance measure. At least the ranges should be non-intersecting,
because else there will be some values fstbm which it is not possible to uniquely determine
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N O =1level
b e e - @ X =0 level

Figure 3.2: Reproduced fron®]. QIM for information embedding. The points marked witts

and()’s belong to two different quantizers, each with its associated index. The minimum distance
dmin Measures the robustness to perturbations, and the sizes of the quantization cells, one of which
is shown in the figure, determine the distortionnlf= 0, the host signal is quantized to the nearest

x. If m = 1, the host signal is quantized to the neargst

According to P] these two requirements suggest thahould be discontinuous and quantizers are
a class of discontinuous, approximate-identity functions. Chen and Wornell use quantizers for the
embedding.

For a messagse: of length! and alphabet-siz®, i.e.,m € {1,2,---, D}, there areD' quan-
tizers. In order to embed a messagé’), the host signal is quantized with th& quantizer,
je{1,2,---,D'},ie.y = s(xz;m)) is the point in thej*® quantizer-set closest ta

For example let the message length 1 andD = 2, som € {0, 1}, see Figur&.2for illustration.
Now two quantizers are needed, and their corresponding set of reconstruction points are shown in
Figure3.2with x’s and()’s.

Detection is done using a minimum distance decoder. The received signaliantized with all
quantizers, i.e.s(r; m) is calculated’m. The quantizer for which the distance with the received
signald(r, s(r;m)) is minimal, is assumed to be the original embedded message. So the decoding
problem is P]:

m = arg min d(r, s(r;m)) (3.5

m

Embedding and detection procedures are illustrated in Fig3dor [ = 1 andD = 2.

3.2.2 Distortion Compensated Quantization Index M odulation

Watermarking is always a matter of trading off the rate and the induced distortion of the em-
bedding against the robustness. In order to improve this tradeoff Chen and Wornell introduced
distortion compensation. They scale all the quantizers by a fag¢terwherea < 1, which in-
creases the squared minimum distadgg, by a factorl/a?, thereby increasing robustness, but
also the distortion is increased by this factor. Adding back a fractiena: of the quantization

error to the quantized value, compensates for this additional distortion. This last step is called
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Figure 3.3: Embedding is shown for, = 0. The host signat is quantized to the nearest in
order to get a watermarked signal At the detector a signal is received, which is not equal to
y due to a noise attack. The nearest reconstruction point is agair and therefore a message
m = 0 is detected.

distortion compensationThe minimum distance using distortion compensation is at least equal
to the original minimum distance, but possibly larger. In that case the robustness is improved,
whereas the embedding induced distortion is equal for both cases. The embedding formula for
DC-QIM is now

s(@im) = Qaja(zim) + (1 —a) (z = Qajalz;m)) | (3.6)

whereQa /o (z;m) is them!™ quantizer of an ensemble whose reconstruction points are separated
by a distanceA before scaling are separated by a dista\cey after scaling. The first term

of Equation 8.6) is normal QIM embedding and the second term is the distortion compensation

term. The quantizer is possibly high dimensional, which relates to the large codebook from the
Ideal Costa Scheme.

Chen and Wornell found that the optimal scaling parametavhich "optimizes the rate distortion
- robustness tradeoffs” is equal 4d of the ICS B.2). This is not surprising, because, as stated
before, DC-QIM is an equivalent but different formulation of the 1Q§][

3.3 Practical water marking schemes

As explained below, both ICS and DC-QIM are not practical. Therefore practical schemes were
developed by several people. Chen and Wornell came with a practical version of QIM, which they
called Dither Modulation (DM). This scheme can easily be extended to the distortion compensated
case. Eggers proposed a practical version of the Costa sciié&nier] 18], which he called the
Scalar Costa Scheme (SCS). SCS is discussed in Subsg@itand DM in Subsectio.3.2 In
Section3.4 attention is focussed on the simple case where there are only two quantizers: in fact a
binary SCS scheme, or also a binary DC-QIM scheme.
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3.3.1 TheScalar Costa Scheme

The reason why the Costa scheme is not practical, is the used huge random codebook. Searching
this codebook is comprehensive because of the size and because there is no structure on this
codebook. Therefore Eggers proposed to use a suboptimal, structured codebook, without changing
the main concept of Costa’s idea. Eggers called this scheme the Scalar Costa Scheme (SCS). Like
Costa’s scheme, this scheme is also independent from the host signal, because a random key
sequencéd is used.

The codebook{"V of Costa, see Equatior8.(), is structured by Eggers as a product codebook

UN = U o U' ® --- @ U of N identical one-dimensional component codebooks. Because of
the use of the one-dimensional (scalar) component codebooks, Eggers refers to this watermarking
scheme as the Scal@osta Scheme. The one-dimensional component codebfiok® separated

into D disjoint parts, whereD is the size of the alphab&® = {0,1,---,D — 1}. SoU! =

Uruut u---ui} . Taking a product codebook is equivalent with sample wise quantization.
Separating the one-dimensional component codebtok equivalent with using quantizers that

are shifted versions of each other. The one-dimensional codébbuwlth the use of a secret key

d is chosen to be

Lll(a,A,D,d):{u:(k—i—d)aA—Fm%\meD,keZ} (3.7)
and them'™ sub-codebook is given by

A
Ul (a, A, D,d) = {u — (k + d)aA + m% VE Z} , (3.8)

whereA is the step size used for quantization. Without knowirigis impossible to reconstruct
the codebook/" used for the watermark embedding.

Using the product codebook is equivalent to calculating the quantization sample-wise, i.e., for
eachn € {1,2,--- | N} calculate

neasfn AR )} (o (e ra)). 69

whereQa{-} denotes scalar uniform quantization with step sizeso Oa{z} = | %] A, with
|-] rounding to the nearest integer. The watermark is then givan byaq and the watermarked
signalisy = = + w = = + agq.

It is shown in RO, 24, 31] that for a uniformly distributed key sequené¢hatq andw are statisti-
cally independent from:.

Eggers gives the following relation betweanthe quantization step siz& and the watermark
powerc?:
‘7w\/ﬁ

o= (3.10)
Because this scheme is suboptimal, the capacity will be lower than the Costa capacity, see Equation
(3.3). Also the value of the optimal* will be different. Eggers found a numerical solution for
this optimala*. However, no analytical solution has been found ggtlin Chapter8 we will give
an implicit analytical expression for the optimal.

SCS decoding is similar to ICS decoding as described in Se8tlpexcept that a different code-
book is used. If the product codebotK’ is treated as a quantizer, than decoding is equivalent to
guantizing the received valueto the closest codeword.
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3.3.2 Dither Modulation

Embedding using quantization and a dither sighgives an embedding functiofiz; m) = q(z+
d)—d. In[9] Chen and Wornell give some practical examples of Dither Modulation: Coded Binary
Dither Modulation with Uniform Scalar Quantization and Spread-Transform Dither Modulation.
See this article for more details.

3.4 Embedding by binary dithered quantization with uniform quan-
tization step size

This report focuses on the case of binary dithered quantization with uniform quantization step

size. Binary means that the alphafiehas size 2, s® = {0,1}. This means that the message

m consists of 0's and 1's only; The message is considered to be a binary message. Dithered
guantization means that the quantization cells and reconstruction points are shifted versions of
each other, it is the same as saying that Dither Modulation is used. A uniform quantization step

size refers to the fact that the reconstruction points are uniformly spread over the quantization
space.

This section gives a simple explanation of the workings of a watermarking embedding algorithm
that uses the principles of the SCS, or a practical implementation of DC-QIM. In Subs@@itn

the basic watermarking scheme, without dither and distortion compensation, is given. The princi-
ple of dithering is further explained in Subsecti®d.2and distortion compensation is treated in
Subsectior8.4.3

In this report the watermarking of images is considered, so the host sigadh fact an image.
It is convenient to view an image as a matrix of pixel values, where the pixel values represent the
intensity or the color of a pixel.

For the case of an 8 bit grey-scale image, every pixel consists of one value in thg:sét {z ¢

Z | 0 < z < 255}, representing the luminance. For an 8 bit color image, every pixel consists
of three values, representing either red, green and blue color intensities (for an RGB image), or
one luminance and two chrominance values (for a YUV image). Each of these values are again
in the setZy55. From now on, when we talk about changing a pixel value, we mean changing
the luminance value. An RGB image and a YUV image are linearly related and can be simply
converted into each other.

3.4.1 Thebasc scheme

A messagen is a sequence of bits of a certain length, 8880, m < {0,1})). It is possible to

embed a message bit;, i € {1,2,--- [}, in a pixel of choice with value;;, j € {1,2,--- ,N}.

Using QIM, pixels are quantized to values in the §ete Zos; | z = £A k € Z}. So the value

of a pixel is no longer represented by the values in th&Zsgf, but by fewer values. The values

in the new set are called the quantization levels. A level with vall\ek € 7Z is associated with
message bit 0 and is defined to be an even level. The levels associated with 1 are shifted versions
of the even levels, they are shifted By/2. These levels have a valigé + 3)A, k € Z and are

defined to be odd levels. HerA,represents the minimal distance between two equal levels, so the
minimal distance between two odd or two even levels, and is callegithetization step sizé&ee
Figure3.4.
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real value level value
255
T
(k+1)A 0 even level
the quantization stepsize| (k+1)A JOM 1 odd level

EA * 0 even level

A I 1 odd level
0 0 even level
Figure 3.4: The basic idea behind QIM: the host signal valués rounded to the nearest odd or
even level, depending on the message bit one wants to embed. Here we show the embedding of a

1, so the watermarked signahn is the odd level above. The quantization step size is the
minimal distance between two equal levels.

Watermarking is done by rounding a pixel value to a level, this is cajlehtization Embedding

1 in a pixel is done by quantizing the valueo the value of the nearest odd level. Embedding O
is done by quantizing the value ofto the value of the nearest even level. See Fi@udor an
illustration of this principle.

The process of embedding a message bit in a pixel is also illustrated with the following example.

Example 3.1. Suppose a pixel has a value= 123 and suppose a quantization step size is used of
A = 20. So, even levels are given by values in thg8e20, 40, - - - , 120, 140, - - - } and odd levels
are given by values in the sét0, 30, 50, -- - , 110, 130, - - - }. If the message bit corresponding to
the pixel is0, this message bit is embedded by altering the pixel valygtq = 120 (120 is the
closest even level)l is embedded by altering the pixel valueggn: = 130 (130 is the closest
odd level).

The quantization of a pixel valueto the nearest odd or even level is mathematically done in the
following way:

The watermarked value using Qlihn is chosen as close as possiblertovhereyqgny is an
integer times the quantization step sixefor embedding O, i.eyqm = koA, ko € Z, and an
integer times the quantization step size plus an o@‘séefor embedding 1, i.eyqms = (k0+%)A.

That is, choosé € Z such thatyqny — x is minimal, or

ko = arg min ‘:L‘ — (k: + E) Al, (3.11)
keZ 2
wherem € {0, 1} represents the message bit. The solutiorBdE1) is
1
r — 5mA
= |2 A2
ko { A (3.12)
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So for each pixel we have the codebook
LAY =y = m
Ll(A)_{u_<k+2)A\m€{0,1},kz€Z}. (3.13)

Compare this with the component codebook of Eggers, wita 1, D = {0,1}, soD = 2, and
d = 0, see Equation3.7).

Consequently, the embedding formula of the basic QIM scheme becomes

A+ %, (3.14)

m—%mA

which can be compared with= x + aq, with ¢ as in 8.9), foraa =1, D = 2 andd = 0.

Example 3.2. (Continued) The watermarked pixel valygn using QIM can also be calculated

_ 1.
using Equation3.14). Then we havgqn = LWW <20 4 me which givegjqnu = 120

for m = 0 andyqm = 130 for m = 1.

3.4.2 Dithering

As said before, embedding information in every pixel of an image using QIM, causes every pixel
to have a value a multiple of half the quantization step size. This way the statistics of an image
are changed. This is undesirable, because a watermarked image should be difficult to distinguish
from the original one. It is very easy to find out what the quantization levels are and what the
guantization step sizA is, just by drawing a histogram of the pixel values of the watermarked
image; The values will be centered around the quantization levels. This is illustrated by Figure
3.5. Information about the quantization levels can be used to remove the watermark. For security
reasons it is undesirable to reveal this information and for perceptibility reasons it is undesirable
to change the image statistics.

Another disadvantage of the above described basic scheme is the appearance of contour lines in
the watermarked imaggyn. While in the original image a smooth change to another color can

be seen, in the watermarked image these changes will go with jumps; The bigger the quantization
step sizeA, the bigger the jumps. This is illustrated with Figué.

These disadvantages can be overcome by introduwiithgr. Dither shifts the levels by a valug

so nowy = kA + d, where the dithed is chosen differently for different pixels. The quantization
procedure is now to first add a valdeo the original pixel valuer, then quantize this new value
x + d to the nearest odd or even level and finally subtract the ditlaggain. This kind of dither is
calledsubtractive dither

As said before, for every pixel a different dither value is chosen. This way, the contour lines
disappear, giving the watermarked image better perceptual quality. This effect can be seen in
Figure3.6. We have watermarked the monarch image with parameter 35. Because dither

adds different values to different pixels, the values of the watermarked image will be no longer
centered around the levels. It is not possible anymore to know what the quantization levels are by
analyzing the watermarked image (See FigRIf.

The new quantization formula using QIM with dithering is now (for comparison see Equation

(3.14):
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(a) Histogram of original imageonar ch. bnp
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(b) Histogram of the watermarked image (c) Histogram of the watermarked image
nonar ch. bnp using the basic QIM scheme nonarch. bnp using the basic QIM scheme
without dither modulation. with dither modulation.

Figure 3.5: The effect of dither: Using the basic QIM scheme quantization levels can be read
off easily (Subfigure3.5(b); This is not possible anymore using dither modulation (Subfigure
3.5(c). Watermarking is done here using QIM (with or without dither) with a quantization step
sizeA = 35. This is taken quite large, for illustrative reasons. Histograsb(c)does not resemble
histogram3.5(a)in this case, because the largecauses a large distortion.

A—d+ mTA. (3.15)

|zt d— %mA
YQIM+d = A

Compare Equation3(15 with the watermarking formula given in Equatio8.9), with o = 1.

For a uniformly distributed dither sequence the watermaik statistically independent from the

host signalz. The dither sequence must be known at the embedder and the detector. Therefore
the dither sequence is determined in advance. Following G3jehd dither is chosen uniformly
distributed over the rande- 1A, 1 A|.

At the detector the dither sequence is first added to the received image before proceeding with the
detection process. The detection procedure is explained in S&@on
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(b) Watermarked image using the basic QIM scheme (c) Watermarked image using the basic QIM scheme
without dither modulation. with dither modulation.

Figure 3.6: The effect of dither. Contour lines, introduced by the basic QIM scheme (Subfigure
3.6(b)), disappear with dither modulation (Subfigu8e(c). Watermarking is done using a large
guantization step sizA = 35.

3.4.3 Distortion compensation

In SubsectiorB.2.2distortion compensation is treated. For the case of the practical scheme this
means that part of the watermarking er¢ot y — x is added back:

yscs = T+ ae = T + o (YQiM4d — ) (3.16)

where0 < a < 1. The watermarking formula for QIM with dithering and distortion compensation
is now:

d—LimA A
yscs=l‘+a(r+T2m}A—d+mT—x>. (3.17)

This embedding formula can be compared to the codebook of the SCS, see EqBajioft (s
clear that 8.17) equals the SCS of Eggers, where- = + aq, with ¢ given in Equation3.9).

This process of bringing down the quantization error is illustrated in Fi@ufe Using it will

reduce the watermark distortion, but decrease robustness, as smaller changes are more difficult
to notice. Chen and WornelB] propose to use distortion compensation, as it can improve the
achievable rate distortion-robustness tradeoffs of QIM methods.

Now there are two parameters to control the robustness and the perceptibility of the watermark,
namely the quantization step siZeand the distortion compensation parameterThat is, the
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Figure 3.7: The process of distortion compensation. The upper line represents the value of the
host signalz. Without distortion compensatioa (= 1) and dithering, all values are quantized

to an odd or even level with a functi@da (x; m) and the watermarked signal equal (x; m).

With distortion compensatiofw €]0, 1[) a part of the quantization error is returned and the wa-
termarked signal equals.

distortion D («, A) and the robustness are determineddsndA.

In order to begin embedding, one has to know the embedding parametén paiy. The reader
may wonder whether it is possible to simply choose a i) and do just as well as the case
(o, A/v), i.e., embedding using QIM versus embedding using DC-QIM.

In both cases the distortion introduced by the watermark Wilﬁ%. Is the robustness better
for QIM? It is made clear intuitively by Figurg.8that for equal distortion, DC-QIM has a larger
minimal distance, and thus a larger robustness. This can also be seen as follows, se8.Figure
for reference. Supposeis uniformly distributed over the range of a quantization bin. For the
case of QIM with parameterd, A) z is quantized to a quantization level. The distance from this
level to the nearest wrong level is given éymn = %A. For the case of DC-QIM with parameters
(o, A/), the watermarked valugis within (1 — a)%% of a quantization level. On averages

1(1 — @)1 2 from this level, becausg s also uniformly distributed. The distance to the nearest
wrong level is given bYZDC—QIM = %% — %(1 — a)% = %(% —I—A). We havech_QIM > dQIM

for a < 1, so DC-QIM performs better on average.

In Chapter8 it is shown that DC-QIM with parameter €]0, 1] is usually better than QIM with
a = 1, by minimizing the bit error probability.

3.5 Spreading a message and repetition coding

Equation 8.17) defines a watermark embedding algorithm. In this section this algorithm is applied
on digital images. It is assumed in this section that an image is a matrix of luminance-values of
size N x M, so the hostz is N x M. A messagen is a series of bits of lengthand is given
beforehand.

If the size of a messageequals the number of image pixelé x M, then each message hbit;,
i € {0,1,---,1} is associated with one pixe};;, i € {0,1,--- ,N}, j € {0,1,--- ,M}ina
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Figure 3.8: The left axis represents embedding with QIM with quantization stephsidé the
quantizers are scaled with a factdr, the squared minimum distandg,;, and the distortionD

are increased with a factoa%. This is depicted with the middle axis. Embedding using DC-QIM
with parametersy and % is depicted by the third axis. A part of the quantization error is added
back, which causes the distortion to be equal to the case of QIM. The minimum distance however
is still better than QIM, and therefore the robustness.

unique way. Ifl < N x M, then after each message bit is associated with one pixel, there are
some unwatermarked pixels left. Those pixels can be used to gain robustness. A very simple way
of doing this is to embed the messagenother time in the image. If for example= %(N x M),

then each message bit is associated with 3 pixels, i.e., each message bit is embedded three times
in three different pixels. Using this repetition coding, robustness can be gained, because at the
detector three estimates for tii& message bit; are available instead of only one. For example,

if 1 is embedded one time, and one error occurs, then 0 is detected. But if 1 is embedded three
times, and one error occurs, then for instance the séried is detected. Using a majority vote

the detected message bit will Beg = 1, which equals the embedded message bit, so no error is
made.

In order to associate message bits with image pixels, some rule must be chosen in order to do that.
It is possible to pseudo randomly connect message bits with image pixels, but we have chosen
another association rule. Because typically the message Ienglitbe far less than the number

of available pixelsN x M, a messagen can be embedded several times in an image,/say
times. This can be done in various ways. It is important that not all the pixels corresponding to
the same message bit are in the same area of an image. If for example, all third message bits
are embedded in a part of an image that gets damaged after an attack, it will not be possible to
retrieve this third message bit. In order to minimize this possibility this third message bit should
be somehow uniformly spread over the image. For practical reasons it is convenient to use a clear
structure for associating the message bits with image pixels, and therefore a random function will
not be used.

For these reasons we usieck-based embeddinghe message is embedded in the following way:
The image is divided i8 x 8 blocks and the message is embedded in these blocks. Embedding is
started in the upper left corner of the image and works towards the lower right corner; First going
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Figure 3.9: The message is spread through théV x M imagex and embedded several times.
The message is embeddedirx 8 blocks, from the upper left corner to the lower right. After
embedding in the upper left block, embedding is continued in the block immediately right to that
block, and do on. Here, the message length arbitrarily chosen ad = 50. After bitmsg is
embeddedy: is embedded another time.

to the right and then downwards. After embedding in one block, we proceed with the next. This
process is illustrated with Figu@9.

3.6 Scalar Costa Scheme detection

For detection we have to decide if the received valuepresents O or 1. Because 0's and 1's are
associated with even and odd levels, the following easy decision rule is used: If the received value
is closest to an even level, O is detected, but if the received value is closest to an odd level, 1 is
detected. Because subtractive dither is used, first the dither is added to the received value before
using this decision rule.

If each pixel is associated with only one message bit, then the detection is equal to the detected
message bith; and the stated decision rule is equivalent to calculating

r+d
A

~

m =

(mod 2). (3.18)

Equation 8.18 can be easily associated with EquatiBth, the decoder for QIM.
For the case of embedding a message with repetition, there is a sequence of detection values,
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‘ o .. l

Figure 3.10: The message bits; are represented by several pixels in the watermarked image
of sizeN x M. The detected message bits are found, tracing back from the pixels. A message
bit is embedded( times in the image.

calculated by Equatior8(18), associated with one message bit. The sequence first has to be traced
back to the corresponding message bit. This is the inverse operation of the block based embedding
procedure described in Secti@rb. This process is illustrated in FiguB21Q A message bit is
embedded in an imagl times. At the detector the pixels representing one and the same message
bit are grouped together in a s&t

At this point there aré sets of pixel values, where each $egti € {1,2,--- ,1} is associated with
one message bit;. If a message is embeddé&dtimes than each sé has sizek. The question

is now how to determine a detected messageihifrom these values. This can be done using
hard or soft decision decoding and is described in Subse8th

3.6.1 Hard versus soft decision decoding

In the sequel of this section a messagerhijtis not in the sef{0, 1}, but in the se{ —1,1}. It

is easy to go from one representation to another by using the refatign = 2mg; — 1, where

m_11 IS a representation of the messagen the set{—1,1}, andmg; a representation of the

m in {0, 1}. This will show to be a convenient representation, because of the used detection by
correlation.

Using hard decision decodinthe values in the setS;, i € {1,2,---,l} are calculated using
Equation 8.18 and then going to the representation in the{set, 1}. So the values it5; are
-1 or 1. The detected message hif is determined using a so-calledajority vote i.e., if the
majority of these values if; are -1,m,; = —1 and if the majority is 1/n; = 1. In the case of a
tie, it is undecided what:; will be.

Because some of the bits are more reliable than others, it is desirable to give a larger weight to the
reliable ones than to the unreliable ones. A measure of reliability is the distance from the received
value plus the dither + d to the nearest level. If this distance is zero, the reliability is maximal;

If this distance is}IA (the maximal possible distance), the reliability of this bit is minimal. The
values in the setS; are nowK pairs(s, L), wheres is this distance and the value of the nearest

odd or even level (-1 or 1).

The reliability of a bit can be taken into account by using these distanessa weight. The
detected message lit; is then calculated as the weighted average ovéf athlues corresponding
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to the message bit;. This procedure of determining the detected message bit is csoied
decision decodingThe weights is given by

r+d

rd— |28
IA

4
s=1——

A

1
—Al. 3.19
- ‘ (3.19)

It can be easily seen that if a received value plus the dither is close to adéelpse to 1 and vice

versa. Now the weighted averageg for each message bit;, i € {1,2,--- 1} can be calculated
by
K
Sik Lk
- k=1
m; = —x (320)
> Sik
k=1

wheres;;, andL;;, are the soft decision value and the nearest level respectively féfthessage
bit and thek® pair from the se5;. The detected message hit is determined by

1 iy >
m:{ i 2 0 (3.21)

—1 ifm; <0’

which can be converted into a binary message by calculating= %(m,n +1).

3.6.2 Detection by correlation

At this point the detected messageis known at the decoder. If also the original messagis

known at the decoder then detection can be done by calculating the correlation between the original
embedded message and the detected on&. For high correlations, the detected messages
(almost) the same as the embedded messagd-or low correlations there will be too much
difference betweer andm, so that there will not be enough evidence in order to decide that an
image is watermarked with a message

If the correlation betweem andrh is greater or equal to a certain thresh@ldit is said that the
watermark is detected; otherwise the watermark is not detected. The correlation is calculated by

l
1
cor(1n, m) = § > rmgm;. (3.22)
=1

The threshold’ represents the amount of similarity betwegrandm that is wanted, before it is
declared that an image is watermarked with a messagé 7' is close to 1, almost every bit af
should equain. If cor(m,m) = 0, then andm are only similar for 50 % of the bits, the same
amount as one would expect from two random messagescdrOf, m) = —1 every detected
message bith;, i € {1,2,---,1} is the opposite of the corresponding messagehitin the next
subsection the question of setting this threshold is treated.

It is possible that the original message is not available for comparison at the decoder. In this case
some structure om can be used. For example, a messagean be constructed from two parts.
The first part is known to the decoder and serves as a mean to determine whether or not a message
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is embedded. This part can be detected by correlation. The second part is an arbitrary message.
If the existence of a message is detected by means of the first part, then the second part is that
message.

So, summarizing we have the following. A message= m(")m(? consisting of two parts is
embedded in an image. The decision whether or not the received imageatermarked is based
on:

{cor(m(1>, m1)) > T ris said to be watermarked (3.23)

cor(mM, mM) < T ris said to be unwatermarked

wherem1) is known at the detector. If is said to be watermarked, it is said to be watermarked
with the messagg(?).

Another possibility is to choose message$rom a code’, som = ¢, ¢ € C. The detector knows
the codebook corresponding to this code. At the detector a messagestimated. In is equal
to or close enough to a codewatd C, thenr is said to be watermarked with messad@ge

3.6.3 Thethreshold setting

The threshold settingletermines the trade-off between the false positive and the false negative
probabilities. For a high threshold setting the false positive probability will be low; It is unlikely
that in an unwatermarked image, the detected message will be almost identical to the reference
messagen. The probability that detection on an image watermarked with messaggsults in

a detected message almost identical tan, will be low for high thresholds, even for moderate
attacks. For lower threshold settings the false negative probabilities are lower, but the false posi-
tives probabilities are higher. The false negative probability is hard to model, so we only look at
the false positive probability in order to determine the threshold.

For an unwatermarked image it is also possible to extract a sequence of -1's and 1's. The false
positive probabilityPy, is now considered to be the probability that a detection will occur, i.e., the
probability that the correlation with the reference message higher than the thresholf, that

is

!
1
Py =P (7 Zlnm > T) (3.24)

Because the reference messagesually has an equal amount of -1's and 1’s, it is assumed that
m is uniformly distributed with?(m; = —1) = pandP(m; = +1) = 1 — p, withp = 5. We
assume that a messageextracted from an unwatermarked image is also uniformly distributed,
with P(m; = —1) = ¢q, P(m; = +1) = 1 — gandq = . This assumption is valid, because
the dither makes the pixel values uniformly distributed over a quantizatior2bji24, 31], so the
probability that a pixel value is closest to an even or an odd level is eqb}al to

!

In order to derive the probability8(24), first the distribution ofS; = % > zi, with z; = n;m;, has
=1

to be derived. We prove that the distribution%fcan be approximated by a normal distribution:

Theorem 3.3.

1 T
1 < = — -
lhmP(\/ZSl _x) 5 erf<\/§>, Vo € R,
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whereerf(x) is the error function.

Proof: It is easy to see that thg are also uniformly distributed witf(z; = —1) = 2pg + 1 —
p—qg=randP(z;=+1)=—-2pg+p+q=1—r. Thesuml; = > y;, with they; uniformly
distributed withP(y; = 0) = randP(y; = 1) = 1 — r, is a binomial distribution. Note that
y; is over 0 and 1, where; is over -1 and 1. It is very well known (the Central Limit Theorem)
that7; can be approximated by a normal distribution with méaand variancér(1 — r), for [
sufficiently large:

Ir 1 T
=—ef|l—|, VreR, 3.25
”HOO (s/lrl—r ) 2 (\/i) ( )

whereerf(x) is the error function. Becausg = 2y; — 1 is a linear function, the surh’_ z; can
also be approached by a normal distribution with parameters

ps., =B [Z z} —E [22% - z} — 9K [Z yz} 1= (2r - 1), (3.26)
0'22 ., = var [Z zi] = var [2 Zyl — l] = 4var {Z yz} =4lr(1—r). (3.27)

l
Now S; = % > z; can also be approached by a normal distribution with parameters
=1

1
ps, = E [7 Z zi] =2r—1, (3.28)
1 1 1
O'gvl = var [Z Zz,] = pvar [Z zi] =7 dr(1 —r). (3.29)
So
S 2r — 1 1
lim P | 2 (2r—1) <z zierf<i>, Vr € R. (3.30)
[=o0 %47"(1 —r) V2
For our case op = g = % we haver = % which gives the desired result. |

The false positive probability is equal to (see Equati®i24))

1 l
Py, =P >T) 2 ds = —erf =T 3.31
fp = Sl /\/ﬂ S 2er C <\/; ) ’ ( )

with erfc(z) = \/_ fe*t dt the complementary error function.

The desired false positive probability depends on the application. For a given false positive prob-
ability it is possible to calculate the corresponding threshold using Equatidf).( Suppose the
threshold belonging to a standard normal distribution gi#gris 7'. The corresponding threshold

Tx for a distributionX ~ N(u,0?)isTx = p+ oT. Because in our cage= 0 ando? = [, the
thresholdl’s, = 7.
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V]| Thos | TipPs || Two-s | Tips || Tio-7 || Tio-15
10 [ 0.977] 0.999 1.350] 0.999] 1.644 2.510
50 || 0.437| 0.439| 0.604| 0.600| 0.735| 1.123
100 | 0.309 | 0.301| 0.427| 0.419| 0.520| 0.794
500 || 0.138| 0.137 | 0.191| 0.188] 0.233| 0.355

1000 || 0.098| 0.098 || 0.135| 0.137| 0.164 | 0.251

Table 3.1: Threshold settings for false positive probabilifigs€ {1073, 1072, 107, 10715}, T
is the theoretical derived threshold afi*P the threshold resulting from experiments.

This thresholdls, is calculated for the false positive probabilitig) =3, 1075, 10~" and10~17}.

For Py, = 1073 and P, = 1079 this threshold is also determined by experiment in order to verify

the model behind the theoretically calculated thresholds.fgpe= 1073, 100.000 messages are
pseudo randomly created and their correlation is calculated with an also pseudo randomly created
reference message. Then it is investigated for which threshold sé&tjnthe number of false
positives is smaller than or equal to 100 (a maximum of 100 false positives out of 100.000 gives
Py, <1073). For Py, = 10~ we have taken 10.000.000 sample messages. The results are stated
in Table3.1

For low message lengths< 10) the theoretical results do not match with the experimental results.
This is because the normal distribution is not a good approximation of the binomial distribution
for low values ofl. For higher values af both results correspond, so we conclude that the model
is correct for message lengths of at least 50. For lower message léntdtaghreshold” can be
determined by experiments.

As said before, the threshold setting is a trade-off between the false positive and the false negative
probability. If the threshold is chosen @5= 1, all bits must be correct, so it is very likely that

an embedded message will not be detected and the false negative probability will be high. If the
threshold is chosen @ = 0, the false positive probability will bé&, = P (S; > 0) = % (see
Equation 8.31)), which is very high.

3.7 Summary

We summarize the SCS embedding and detection methods, as they will be used throughout the
remainder of this report.

e Embedding a message: in a host signak is done by

x+d—%mA
ySCS:'T“‘O[ T

A
A—:c—d+m7>, (3.32)

where the dithed, the quantization stepsize and the distortion compensation parameter
are determined in advance. The ditlés a pseudo random uniformly distributed sequence
and serves as a secret kéy.anda are parameters to control robustness and perceptibility.
The watermarked imaggis sent over a channel, which models an attack.

©Phi|ips Electronics Nederland BV 2003 41



rep 7254 Company restricted

e Atthedetector the imager is received. The messageis detected by

1
2

i = V Zdw (mod 2). (3.33)

In order to determine whether or not the received imageas watermarked, the correlation
with the reference messageis calculated by

l
Z (3.34)

For correlations higher than a thresh@ldthe image is said to be watermarked with message
m.

N|,_.

Cormm

42 ©Phi|ips Electronics Nederland BV 2003



Chapter 4

Problem description and Contributions

In Chapter2 a general introduction to watermarking has been given. Because of the possible
high payloads, attention has been focussed on the class of quantization watermark systems in
Chapter3, notably Quantization Index Modulation and the extension Distortion Compensated
QIM, the Costa scheme and the Scalar Costa Scheme. For a Gaussian host signal and an AWGN
channel the DC-QIM or Costa’s scheme are optimal; They achieve the same capacity as non-blind
detection. However, these schemes are not practical. The SCS is practical and sub-optimal under
the condition that: ~ N (0, 021y) and the noise is AWGN.

In the real world these conditions may not be satisfied. Digital images are usually not Gaussian
distributed and all the various attacks, discussed in Seétisrcannot be modelled by AWGN.

For JPEG compression, for example, the neige highly correlated with the host signal For

these reasons it is necessary to adapt the SCS, so that it can also be robust against other attacks,
like, JPEG-compression and brightness scaling.

This reports focuses on two possible solutions to these deficiencies. The first solution is the use
of Error Correcting Codes (ECC). Instead of embedding a messadg® an image, it is encoded

into the coded message®, which in turn is embedded. At the detector an estimate of this encoded
messagen’ is retrieved. Using an error correcting decoding mechanism an estimate of the original
messagen is found, with less errors than in the case of embeddindirectly into the image. A

short introduction to ECC’s and an experimental evaluation of the performance increase by ECC
methods is presented in Chapfer

Another solution is the use of an adaptive quantization step size. In standard SCS the quantization
step sizeA is fixed and known at both the embedder and the detector. An adaptive quantization
step size is dependent on the host signalAdaptive quantization introduces robustness against
the attack of scaling the brightness values. At the same time it gives a more efficient allocation of
watermark energy, because this allocation is conform a (simple) Human Visual Model: Weber’s
law, see Sectio2.4. We will investigate several methods to implement adaptive quantization in
Chapte6. The performance of the several methods of adaptive quantization is compared with each
other and with fixed quantization. The robustness gain with regard to brightness scaling compared
to the use of a fixed quantization step size is also verified by experiment in this chapter.

We want to have a mathematical analysis of the performance of our adaptive quantization water-
marking system. As a measure of performance the bit error probability is taken. This bit error
probability is build up from two components: one which takes into account AWGN and uniform
noise, with a fixed quantization step size, and the other an adaptive quantization step size, without
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noise. Stochastic models for these two bit error probabilities are developed in Chapter

The performance of the watermarking model depends on some system parameters, like the dis-
tortion compensation parameter An optimal value of this parameter should be applied at the
encoder in order to get optimal performance. This optimization problem is treated in CBapter
The result is compared with a similar result of Joachim Eggers.

Summarizing, we have

e Improvements of current quantization based watermarking schemes have to be sought, in
order to increase robustness;

e A firstimprovement is the use of ECC’s. The increase of overall robustness is verified by
experiment;

e A second improvement is the use of an adaptive quantization step size. A gain in robustness
against brightness scaling is verified, both analytically and experimentally. The performance
of adaptive quantization is compared with fixed quantization by experiment;

¢ An analytical performance analysis of the new watermarking system is made;

e The distortion compensation parameteis optimized for a Gaussian signal and an AWGN
channel.
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Chapter 5

Enhancing robustnessusing Error
Correcting Codes

In this chapter Error Correcting Codes (ECC) are discussed. These ECC provide a tool to enhance
the robustness of a watermarking system, i.e., to minimize the probability that errors are being
made when sending a message from one point to another using a watermarked signal. In Section
5.1it is shown that indeed ECC can enhance robustness. Some well known ECC are mentioned
in Section5.2 and special attention is given to the Convolutional Codes (CC). Optimal decoding

of CC is done with a Viterbi decoder, which is described in Seciid Some results for the
watermarking algorithm are given in Sectibrl.

5.1 Thegain from using Error Correcting Codes

Coding theory started with the famous paper of Claude Shathomathematical theory of com-
munication”[33] in 1948. For a communications model where a message is sent over some chan-
nel that corrupts this message, Shannon identified a number called the capacity of the channel. He
proved that for any rate below the capacity of the channel, arbitrarily reliable communication is
possible. In order to receive a message, which is equal to the message that was sent, some redun-
dancy is added to the message. This redundancy is used at the receiving side to detect and identify
the errors introduced by the channel. Adding the redundancy is catleddinga message and
retrieving an estimate of the sent message at the detector is dattedinga message.

This principle can be used in watermarking by encoding the message and embedding the encoded
message into a host signal. Thus, a messa@é length! is encoded to get the encoded message

m¢ of lengthl¢ > [. At the detector a distorted version of the encoded mess#ge retrieved,

lets saym®. Using a decoder“ is decoded to get an estimateof m. The sent and the received
message will be equal if not too many errors have occurred. See Fdufer a watermarking

model with error correction coding.

In fact, the robustness requirement in watermarking is a requirement of reliable communication.
Hence Shannon’s results, as well as other results of communications theory are relevant for robust
watermarking. One of the consequences is that error correction can be used to improve robustness.

A very simple way of encoding a message is repetition coding; In this case the encoded message
m° is just a repeated version of. Decoding can easily be done by a majority vote, see Section
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Figure 5.1: A general watermarking model using error correcting codes.

3.6.1 The larger the number of repetitios, the more reliable is the decoding outcome. The
price to be paid for this increased reliability, is the loss of rate. According to Shannon’s theorem
it is possible that communication at a certain rate is error free, provided the rate is below the
channel capacity. In order to exploit this, a better code than repetition coding is needed. Shannon’s
proof is not constructive, so no code is given that satisfies his theorem. The search for practical,
rate-achieving codes is still continuing. In the meanwhile codes are developed that approach the
Shannon limit, some of them are listed in Secto?

So, itis possible to use better codes than simply repetition codes. These better codes can correct
more errors that occur when processing the image. But repetition coding is still used for two
reasons: The first reason is that the watermark channel may have to operate at very high bit
error rates. Under such severe conditions, some codes stop bringing in any advantage, while the
repetition codes continue with their modest protecti®Jn Concatenation of repetition codes and

more advanced codes is a way of improving decoding performance in this critical range. The
second reason is that repetition codes are very simple to implement, where better codes possibly
add a lot of complexity to the watermarking algorithm, which is usually undesired.

5.2 Convolutional Codes

In practise ofterinear codesare used, because they are easier to describe, encode and decode
than nonlinear codes. Let™ denote the linear space of alituples over the alphabet, where

Ais afield, i.e., A" = {(x1, - ,zpn) | ms € Ayi € {1,2,--- ,n}}. An (n,k) linear code over

the alphabetd is a code with the property that the set of codewdatds a k-dimensional linear
subspace ofi". Examples of linear codes are given 5] 28]. We mention the Reed-Solomon

(RS) codes, which are used in CD players, and Convolutional Codes (CC), which we use. A class
of codes that performs close to the Shannon limit is the class of Turbo codes. Turbo codes are a
clever combination of two or more convolutional codes.

Block codesre codes that encode a message of fixed length into a codeword with a larger, but also
fixed length. For &onvolutional codénowever, the codeword is not only derived from the present
message bits, but also from a fixed amount of 'earlier’ message bitsZ8pe The number of

these earlier blocks is called th@emoryof the convolutional encoder.

For convolutional codes it is known that they have good performance and are easy to implement.
Because these codes are the building blocks for the well performing Turbo codes, we use CC's.

There are different approaches to describe convolutional codes. A lot of them can be fd2ijd in [
This report describes the shift-register approach, see Subsidnthe convolutional represen-
tation, see Subsectidn2.2 and the state representation, see Subsebtg for explaining the
encoding stage. For the Viterbi decoding of a CC, the state-diagram and the trellis approach are
convenient, see Sectin3.
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my =-- -000(0100111)
.- -000(1011) =m
—=1 My my—q1 | My—2
mfl = .. -000(0110001)
+

m¢ = (11101000011100)000 - - -

Figure 5.2: This is a shift register of memory size 2, the memory consists of the blacksind
my;_o. Because there is 1 input and 2 outputs, this is a @tmnvolutional code. The encoding
of the message: = (1101) is illustrated. The encoding process starts and ends with Statét
the start of the encoding process the first messagenbit= 1 is shifted into the memory and the
output is calculated, and so on, until the last message bit is encoded+--Operator represents
the intertwining ofm{ andmf;

5.2.1 Shift-register approach

In order to encode a message using a convolutional code (CC) a device is needed that is capable
of accepting an input stream of message bits and producing an encoded stream of codeword bits
as output. One way to describe such a device isssfaregister encoderAn example of a such

an encoder is shown in Figuke2 Important properties of a CC are the rate and the memory size.
The rate of a code is the quotient between the number of input bits and the corresponding number
of output bits. A CC depends also on preceding messagemits,, - - - , m:_ s, whereM is the

memory sizé¢or the dimension of the state).

Thestates; of an encoder is defined as the contents of the memory blocks. For the CC shown in
Figure5.2 the state is the contentsof;_; andm;_», S0s; = m;_1 andsy = my_s. In the case

of binary messages there @&¥ states. For the CC of Figu&®2 there are four different states:

00, 01, 10 and 11. It is possible to go from one state to another by an input, which has as result
that the contents of the memory blocks are shifted to the right. It is for example possible for the
encoder depicted in Figu2to go from state 01 to 10 with an input 1, but it is impossible to go
from 00 to 11 with any input. The possible transitions from one state to another are described by
astate diagramThe state diagram for the example encoder is depicted in Fig8re

Encoding can be simulated by traversing the state diagram, but it is difficult to keep track of time.
A diagram that combines the possible transitions to states and the factor tirtrelisaA trellis

that describes this for a finite time is called a truncated trellis. The truncated trellis for the example
encoder of Figur®.2is shown in Figuré.4.

5.2.2 Convolutional representation

Theconvolutional representatioof a convolutional code is given by

whereh(t) is the impulse response or the convolutional kernel of the coding system. We illustrate
this representation with an example.
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U
(00) ]
m _(10)
11
(D)
(01)

Figure 5.3: Reproduced fronRp]. This is a state diagram for the encoder of Figlse2 The
states are displayed in the squares. The arrows represent possible transitions: A dashed arrow
when the encoder input is 1 and a solid arrow for an input 0. The numbers between brackets at
the arrows are the encoder outputs corresponding to a transition from one state to another.

|
r= 11 00 10 00 01 11 10
state

00 -
01 -
10 |
111
tme=0 1 2 3 4 5 6 7

Figure 5.4: Reproduced fron2p]. A truncated trellis for the encoder of Figuig2 In the top

of the figure the received messagés shown. Two errors are made at the indicated positions.
The transitions are labelled with the encoder outputs. A dashed line corresponds with an encoder
input 1 and a solid line with encoder input 0.
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Example 5.1. For the convolutional encoder given in Figue2 the impulse responsk(t) is
given by

h=[h(0) h(1) h(2) -]
1 o010 0
1110 0 ’
andh(t) = 0 for t < 0, and the message(t) is
m=[11010 - 0 -],

andm(t) = 0 for t < 0. Encodingm is now done as follows

which gives as encoded message

Cfrr 1o
"1 0o0 o0
or written down differentlyn® = (11101000011100)00- - -, which can be compared with the
output of the encoder in Figurg.2

010
1 1 0

I

523 Staterepresentation

A state representatiors given by

{ s(t+1) = As(t)+ Bmt),

me(t) = C s(t)+ D mlt). (5-1)

Here,m andm® are the message and the encoded message respectivelyjsaiie: state. The
matricesA, B, C'and D are of appropriate size. The first equation5nlj represents the shifting

of the registers from one state to another. The second equation represents the form of the encoder.
Once again, an example will make things clear.
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Example 5.2. For the convolutional encoder given in Figube2 the state representation is given
by

s(t+1) = [(1) 8] s(t) + H m(t),
met) = [(1) ﬂ s(t) + m m(t). (5.2)
s(0) =0

The coding of a message = (1101)00- - - is done as follows

- 1] e 1]
t=0 = s(1) = o) me(0) = 1|
t=1 == s(2) = 1 , mf(1) = (1)
=2 = @)= m@= (1)

This gives as encoded messageé = (11101000011100)00- - -. Compare this with Figur&.2
and Examplé.1

5.3 Viterbi decoder

Convolutional codes can be decoded with a number of decoding algorithms, one of which is Viterbi
decoding. When a decoder receives a sequence, it has to estimate the sequence that was really
sent. The decoder will be optimal if it chooses the estimate that maximizes some log-likelihood
function. Viterbi decoding is convenient in the sense that it is maximum likelihagg hut the
complexity is an exponential function of the memory depth

The trellis representation of the encoding process, see Figdirean be used to decode a CC. But

it is needed to label the edges of the trellis with some distance measure. This distance measure
is for hard decision decoding often the Hamming distance, and for soft decision decoding the
Euclidean distance. In Figur5 the trellis is shown, with edges labelled with the Hamming
distance between the received encoded message bits and the possible encoder outputs. The total
Hamming distance between the received encoded messaige a codeword is the sum of all

labels on the path corresponding to that codeword. This sum is just the length of the trellis path
corresponding to that codeword.

Decoding the received message a matter of finding the codeword closesttd his is equivalent

to finding the shortest path from the start to the end of the trellis. Finding the shortest path can be
done using the Viterbi algorithm. Théterbi algorithmis a form of dynamic programming. It is
based upon the simple observation that once the shortest paths to all statesas fiovmd, the
shortest paths at time+ 1 can be constructed from the former paths. The Viterbi algorithm is
illustrated by decoding a received encoded message for the example CC, as shown iB.Bigure

More formally, the Viterbi decoding algorithm is given by the following scheme. The time is
denoted byt. The states are in the s€f and the all-zero state is denoted@yThe labels of the

50 ©Phi|ips Electronics Nederland BV 2003



Company restricted rep 7254

r= 11 00 10 00 01 11 00
State
00 -
01 |

10 -

11 |
tme=z0 1 2 3 4 5 6 7

Figure 5.5: Reproduced fron2p]. Another truncated trellis for the encoder of Figuse2 This
time the transitions are labelled with the Hamming distance between the encoder output and the
received message

trellis of Figure5.5are denoted by;_; +(u, v), whereu,v € S are states. For example the label
from time 2 to 3 and state 10 to 01 in Figé&is equal to 2, so in this cases(10,01) = 2. The

cost of stata, € S up to a timet is the length of a path from the zero state at time O up to state
u at the current time, and is denoted ©y(u). It is necessary to keep track of the path followed
from the zero state at time 0 to the statat time¢. This is denoted by’ (u). Finally, B(u,v)

is equal to 0 or 1, depending whether a transition is labelled with O or 1 (a solid or a dashed line,
respectively). Remembeis the message length and the memory depth.

Step 1: (Initialization) For all states, set the costs to zero, set the followed path to an empty set
and set the time to 1, i.e.,

Yu €S = Cy(u) =0
t=1

Step 2: (Recursionyu € S, do

vp = arg rgin {Cro1(v) + li—1a(v,u) }
ve

andvu € S set

Ci(u) = Ci—1(vo) + li—1,(vo, u)
Pi(u) = Pi—1(vo) * B(vg, u)

Step 3: If t =1+ M stop, else set=t + 1 and go to Step 2.

54 Experimental resultsfor ECC in the SCS

54.1 Experiment description

We have implemented repetition coding and convolutional coding into the watermarking embed-
ding scheme. For our implementation it is also possible to usedheatenatiorof both codes,
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Step 1 Step 2 Step 3
state Cost state Cost  state Cost
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11 + - 11 + e 1
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t= 0 1 t= 0 1 2
Step 4
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2 00 -
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1 10 -
3 11 A
t =
Step 6
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1 00 -
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- 10 i
— ll 4

Figure 5.6: The Viterbi algorithm. For each state and each time, the shortest path and the cor-
responding costs are calculated using the Viterbi algorithm. For each step the shortest path is
depicted in green. The decoded message can easily be read off, by following the shortest path (in
green), and is found to bé& = (1101).
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Figure 5.7: A watermarking model using concatenated codes.

with the convolutional code as an outer code. This means that the massafjest encoded using
convolutional coding, resulting im** with length{“t, and thann* is encoded using a repetition
code, resulting inm°2, with lengthl/2, where usually®> = N. See Figuré.7 for illustration.

It is possible for our implementation to use an arbitrary number of inpaisd outputs:, so any

rate% can be achieved. In the detector a Viterbi decoder is used. The Viterbi algorithm uses more
computer memory if a larger CC memory sik£is used; This relation is exponential. There is a
linear relationship between the message lengthd the decoding time. For our implementation

it is possible on a PIV 1.7 GHz with 256 MB internal memory, to use a CC memory\gizg

till 9. We observed that the complexity of a watermarking algorithm with convolutional coding is
much larger than one without, because decoding time increases dramatically.

In order to be able to determine the performance of the watermarking algorithm, we have carried
out some experiments. Testing was done using repetition coding or a concatenated code (CC and
repetition coding together), for different rates, different watermark strengths and different attacks
with different strengths. We performed two kinds of attacks: namely AWGN and JPEG attacks.
We varied the watermark varianed,, the noise variance? of the AWGN and the quality factor

of the JPEG compression. In order to be able to know the relative strength of the watermark
compared to the host signal, tb®cument-to-Watermark Rat{®@WR) is used:

2
DWR = 101log;, <;’—§> : (5.3)

where the document is in fact the host signal. In our experiments we have used the NASA CC,
depicted in Figuré.8, because it is known that this code has a large minimum distance.

We have done experiments on four images, narhelya. bnp, baboon. bnp, pepper s. bnp
andt ul i ps. bnp, see AppendiB. Because the experiments are limited only qualitative con-
clusions can be drawn, not quantitative.

5.4.2 Resultsand discussion

The results of these experiments are displayed in Figl®e 5.13 The Bit Error Rates (BER'’s)
in the graphs are the average BER’s for the four images used for the experiments.

Some qualitative conclusions can be drawn from these figures. We see that outcome of the exper-
iments is in line with what we would expect. In Figue9it is seen that if the AWGN variance
o?l increases, also the BER increases. In Figui®we see that the BER decreases if the JPEG
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Figure 5.8: The convolutional encoder used by NASA for deep space communication. This CC has
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Figure 5.9: The BER as a function of the AWGN varianﬁefor different rates.
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Figure 5.10: The BER as a function of the JPEG quality factor, for different rates.
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Figure 5.11: The BER as a function of the DWR, for different rates.
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Figure 5.12: The BER as a function of the rate, for different DWR’s.
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Figure 5.13: Repetition coding compared with concatenated / convolutional coding.

quality factor increases. In FiguBellwe see that if the DWR increases, also the BER increases.
In all these three figures and in Figusel2we see that if the rate decreases, the BER decreases.
All these observations are what one would expect in a watermark environment. Summarizing, we
have

e 021 = BER?
e JPEG quality factof =— BER]
e DWRT =— BERT

e rate] = BER]

In Figure5.13(a)repetition coding is compared with concatenated coding and in FEae{b)

with convolutional coding. In Figur&.13(a)we see that it is better to use concatenated coding
than repetition coding alone up till a certain rate. In FigbrE3(b)we observe that convolutional
coding is better than repetition coding up till a certain noise attack strength. For higher AWGN
variances the convolutional code stops bringing in advantage, because to many bits are erroneous.
The repetition code continues bringing his modest protection in this noise variance range. This
also explains why the concatenated code is doing worse than repetition coding alone if the rate is
too high. The inner repetition code does not bring the bit error low enough if rates are too high,
and therefore the convolutional code does not work anymore. See2hbod Sectiorb.1
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Chapter 6

Enhancing robustness using an adaptive
guantization step size

The Scalar Costa Scheme uses a fixed quantization step\size., for each pixel of an image

the sameA is used. The quantization step size is a parameter to control the tradeoff between
robustness and visibility. This is true because a laxgeparates two quantization levels by a large
distance, so a stronger noise signal is needed in order to get an error. On the other hand, for a larger
A the perceptual distortion is also larger. From Secfahit is known that larger modifications

can be made in bright areas of a signal (brightness sensitivity). Therefore robustness can be gained
in those areas by embedding with a larger step size, without losing on the perceptibility aspect.

The most important reason of using ataptive quantizatiostep size is that is gives robustness
against brightness changes. This is explained in SeétibnAnother effect of adaptive quanti-
zation is that choosing a larger quantization step size in bright areas and a smaller one in darker
regions, is less visible for the human eye.

Some of the advantages and disadvantages are described in $ettiorSection6.2 options for
determining the adaptive quantization step size are given and reflected on.

6.1 Advantagesand disadvantages

6.1.1 Advantages

There are two advantages when using an adaptive quantization step size. The first one is robust-
ness againgbrightness scaling The second one is that the embedding strength is more or less
proportional to the perceptual sensitivity to distortions.

Because for bright image areas a larger quantization step size is chosen, a larger robustness is
achieved in those areas; Information embedded in bright areas can be retrieved at the detector
with larger reliability. The overall robustness will gain from this adaptive quantization, while the
watermark is as perceptible as in the case of a fixed quantization step size.

Suppose a simple model for determining the adaptive quantization step size is used: there is simply
a linear relation betweeA and the group of pixel values;. Such a linear relationship can be
defended by referring to Weber’s law, that gives a linear relationship between the sensitivity of the
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human eye and the luminance value. So, the quantization step size is determined by

L
Az) = %Zx (6.1)
=1

where L is the number of pixels in the aforementioned group and whegesome embedding
strength parameter. It can easily be seen that this model is brightness scale invariant. If the
brightness of an image is scaled by a fagtpthen in fact the scaled imageug..ij.a = Sz. In the
unscaled case, detection is done with the quantization stegsizefid by calculating

x x
m = {m-‘ mod 2 = {m-‘ mod 2. (6.2)

In the scaled case detection is done with quantization step size

L
_ 7 4
Ascaled(aj) = z Z; ﬁ$“ (63)
and the detection is

Lscaled ’61‘
m = | 5l mod 2= | ——— mod 2, 6.4
\\Ascaled (.CC)—‘ \‘% EiLzl ﬁxl—‘ ( )

which is equal to the detection in the unscaled case.

6.1.2 Disadvantages

For a fixed quantization step size, both at the embedder and the detkd®known. For an
adaptive quantization step siZeis a function ofx. At the embedder the quantization step size is
calculated byA(z), but at the detectoAA has to be calculated from the received signado the
quantization step size i5(r) = A(y+n). ThisA(r) is only an estimation of the quantization step

size used at the embedder and therefore may not be completely accurate. Because the detection
depends on the adaptive quantization step size, see Equat@ (he estimation error causes bit

errors in estimating the received message.

6.2 Theadaptation rule

Consider the case without dither modulation and distortion compensation. Conceptually, we would
like the quantization step size to be a linear function of the corresponding pixel valdgz$o-=
~z. Then, at the embedder QIM is done by (see EquaBol¥):

T — imyz m 1
5 v m my
— el — = ===+ =)z 6.5
YQIm { o YT + 5 (b 2-‘7 2>:c (6.5)

In this wayyqmnu does not contain information about the embedded message bit. This can be seen
by applying the detector. In order to estimate the message bit at the detector (see EGuESinn (
the corresponding quantization step sixédnas to be estimated with = . The message bit is
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then estimated within = q mod 2 = L%W mod 2 = {%ﬂ mod 2, which does not
2 2" 2
depend on the encoded bit at all. Therefore, this method of determining an adaptive quantization

step size is not usable.

Therefore another adaptation rule has to be developed, which does allow actual embedding and
detection of information.

A way of making the estimation oA more robust, is to not only use the pixel value itself, but
rather the average of that pixel value and the surrounding ones. The surrounding pixels of a pixel
x;; are the pixels that fit in a square with cenigy of size L = F' x F. The idea is that using

this new average value, the detection result still depends on the encoded bit. Also, average values
are less sensitive to changes in the host sigrthhn the pixel value alone. The latter argument is
true, since if the adaptive quantization step size is chosen #.Heafd if due to some processing

zero mean noise is added to the watermarked image, then detection is done with a quantization
step size

L
Z xz + w; + nz) (6.6)

S
b«u

%

ST

'Mh ﬁMh

ﬁ
Il
—

i, (67)

if L is large enough, becauléw| = 0 andE[n] = 0. By applying the detector, it can be seen that
with this procedure, consistent decoding is possible.

Another possible adaptation rule is to let the step size depend in a nonlinear way on the corre-
sponding pixel, e.g. using a staircase function; Every averaged pixel value in a certain range
corresponds to the same quantization step size. Now, when at the detector a received value falls
into a certain range, no error will be made as long as this received value has not crossed the edges
of that range. For example choose

4~ f0<z<50
Alz)=<{ 7y if50<z<150 , (6.8)
12y if 150 < x < 255

with ~ the embedding strength parameter. See Figuidor this staircase function. For this
staircase function errors can be made if the averaged pixel value is around the jumping points 50
and 150.

Other means of choosing a quantization step size are also possible. For exaropldd be
chosen to be the median from a sequence of pixel values. From the median it is known that it is
robust against outliers. The visual model of high valueAafith high values of the host signal,

still applies in this case. Other possibilities involve the use of the variance or the second moment
or some clever combination of all methods of choosingIn this case another visual model is
applied, because a high variance is not directly related to high or low pixel values.

Instead of choosing between methods of estimating the quantization step size, we prefer to com-
bine the strength of some methods. First for each pixel the average value of the surrounding pixels
is determined, then this average value is used as input to either a linear function, or a step function.
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0 50 100 150 200 250
pixel value

Figure 6.1: An example of a staircase function used to determine the adaptive quantization step
size for a pixel.

So, we use two possibilities for determining the quantization step size:

L
A(z) = % 3, (6.9)
=1

and

L
Az) = f <% > a:) : (6.10)
=1

with f(-) a staircase function, for example the staircase function of Figute This staircase
function is arbitrarily chosen. According to some experiments, it outperforms some other staircase
functions we have looked at, but it is not claimed that this is the best staircase function. Methods
that include the usage of a median, the variance or other higher moments are not considered in this
report.

In order to illustrate the use of an adaptive quantization step size we give an example.

Example6.1. Let A(x) be given by§.9), with L = 9 and~ = 0.05. Let part of the host signal
be given by

185 188 187 190 191

<o+ 183 170 170 172 180
x=|--- 180 165 181 200 205
175 179 185 198 206
150 190 187 194 201

Suppose we want to determidefor the pixel in the middle, with valueg1. The pixels we have
to take into account are thepixels that are in th& x 3 square with centeg = 181. This gives

0.05
A= N (170 4+ 170 4+ 172 4 165 4 181 4 200 + 179 + 185 4 198) = 9.
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If A was to be determined witlé (L0 and staircase function given b§.8), then we would have

1
A=f <§ (170 + 170 + 172 + 165 + 181 + 200 + 179 + 185 + 198)) = f(180) = 12.

6.3 Experimental resultsfor an adaptive quantization step size

The robustness properties for both methods are determined by experiment and compared in this
section. In Sectiofi.3we will take a more theoretical look at this robustness.

6.3.1 Experiment description

We perform experiments in order to compare three adaptive quantization methods. We also com-
pare the best of the three methods with fixed quantization. We want to evaluate the robustness of
fixed and adaptive quantization against brightness scaling and AWGN and JPEG attacks.

Adaptive quantization is done by taking an average value over a square d@f siz€ = L, and
use that as an input to either one of the two staircase functions or a linear function. So,we consider
the following three adaptive quantization methods:

L
Method 1 A(x) = f (% > xZ),With
i=1

3y o<z <50
A@) =197 if 50 < 2 < 100 6.1
x) = . .
8~ if 100 < x < 150

10~ if 150 < z < 255

S
=

Method 2 A(x)

i

Method 3 A(x) = 7 >° ;.

)

x2> , with f(-) given by 6.9).

1

s
I

~

Il
i

We also want to compare the robustness against brightness scaling of embedding with fixed quan-
tization step size and embedding with adaptive quantization step size. Therefore the four images
of AppendixB are embedded after which scaling of the luminance component is performed on the
image. Then the altered image is used as an input to the detector. For this experiment, we use the
best method for adaptive quantization, which will appear to be method 3, see the next subsection.

Also compared are the robustness of adaptive and fixed quantization against AWGN and JPEG
attacks.

6.3.2 Resultsand discussion

The results of these experiments are displayed in Fi§te.3and6.4.

In Figure6.2the BER is plotted against the square root of the number of pixels in a square around
a single pixel. We see that the BER is always lower for Method 3. For higher AWGN variances
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Figure 6.2: The BER as a function &f = /L, for different noise variances.
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the difference with the two other methods increases. The size of the sfuaré™? has some
influence on the BER, but only for low values bf Beyond a certain point an increasingloes

not decrease the BER anymore. We conclude that 11 is a good value to set at the embedder.

We conclude that Method 3 is the better method of the three. This is somewhat remarkable,
because the staircase functions only make errors in the neighborhood of the jumps and the linear
function in the whole range. Apparently, the averaging in a square range of a pixel, averages also
the errors to 0. Because of this averaging, only small errors are made by determiminthe
detector. These small errors are cancelled out, because of the repetition code.

The robustness against brightness scaling for a fixed and an adaptive quantization step size can
be seen from Figuré.3. It can be seen that adaptive quantization is much more robust against
brightness scaling than fixed quantization, as predicted in Subséctidnlt can also be seen that
adaptive quantization is much more influenced by an increase in watermark strength compared to
fixed quantization, see the Figurgé8(a) 6.3(c) 6.3(e)and the Figure$.3(b) 6.3(d) 6.3(f).

From Figure6.4we see that the robustness against AWGN is usually better for adaptive quantiza-
tion, see Figuré.4(a)and6.4(a) For JPEG the robustness is slightly better for fixed quantization.

Summarizing, we have

e For adaptive quantization a linear relationship between the quantization step size and the
average of surrounding pixels is better than using staircase functions.

e Robustness against brightness scaling is much better for adaptive quantization compared
with fixed quantization.

e Robustness against AWGN is slightly better for adaptive quantization compared with fixed
guantization.

e Robustness against JPEG is slightly worse for adaptive quantization compared with fixed
quantization.
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(b) Concatenated coding with DWR = 30 and rate = 0.01.
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Figure 6.3: Adaptive quantization versus fixed quantization. The BER as a function of the bright-
ness scaling factor.
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(a) Repetition coding with rate = 0.1 and AWGN attack.  (b) Repetition coding with rate = 0.1 and JPEG attack.
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Figure 6.4: Adaptive quantization versus fixed quantization. The BER as a function of the AWGN
variance or the JPEG quality factor.
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Chapter 7

Performance analysis

As seen in Chaptet, this report seeks an increased robustness and a performance evaluation of the
developed model. Robustness is searched especially for lossy compression and noise attacks. In
this chapter these attacks are modelled by Additive White Gaussian Noise (AWGN) and uniformly
distributed noise attacks. This model is not very good, because JPEG noise is highly correlated
with the host signal. Of course, analysis of the effect of noise attacks is made easier if the relevant
signals are assumed to be Gaussian distributed.

The effect of the two improvements over Scalar Costa Scheme (SCS), the use of Error Correcting
Codes (ECC) and an adaptixe are to be measured. For ECC this is only done by experiment, see
Section5.4. The improvements of an adaptive quantization step size is measured experimentally in
Section6.3. From SubsectioB.1.2it is known that using an adaptiv® introduces an additional
source of errors, due to the necessity to estimateom the received signal. In this chapter also a
theoretical model is developed in order to estimate this error probability.

In Section7.1 a performance measure is given. The error probability for Gaussian and uniform
noise attacks is determined in Sectib2 In Section7.3the error probability due to the use of an
adaptive quantization step size is modelled. Finally, in Sectidrihe results are discussed and
summarized.

7.1 A measurefor the performance

The performance of a watermarking scheme is measured by the bit error probability. This is the
probability that if a bit (O or 1) is sent, a wrong bit is detected (1 or 0), i.e., the bit error probability
is P(m; # m;). Another performance measure is the message error probaBility = m).

These two performance measures are relate@by # m) = 1 — IIL_; (1 — P(m; # ), if

them,; are mutual independent.

A watermarking scheme can also be evaluated by looking at the capacity or the rate-distortion
function. The capacity of a watermarking channel and the error probability of that channel are

related. This can be understood intuitively as follows; If the capacity of a channel increases, then
it is possible to embed more bits, or to use this extra space to add redundancy. This additional
redundancy decreases the bit error probability.

The bit error probability is used in order to determine the performance of a watermarking scheme.
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1
Qa(x) |
[ A |

Figure 7.1: The embedding process for embedding 1. Everything in the ra@dgér) —
TA, Oa(z) + 1A] is projected onQa (z) for = 1 and on[Qa(z) — 2(1 — a)A, Qa(x) +
5(1 — a)A] for a €]0,1]. If, after a noise attacky = y + n is still in the correct quantization
bin, i.e.,r € [Qa(z) — 1A, Qa(z) + $A], the received value is still in the detection area, and
no error is made. For the noise illustrated by the left red arrow) @n error will be made, for the
right red arrow (°2) a correct detection is made.

7.2 Thehbit error probability dueto a noise attack

In this section the bit error probability for the SCS is determined. A fixed quantization step size is
used and the noise is assumed to be Gaussian or uniformly distributed. Error correction codes can
bring the bit error probability down, but for the sake of simple analysis they are not considered.

If the SCS is used, the embedding formula is Equat®i7. Consider a pixek. Without
distortion compensatiora(= 1) embedding is done by quantizingto the nearest odd or even
level (1 or O, respectively). With distortion compensatiang]0, 1]), the pixel valuer is altered
to a valuey somewhere between the original valuand the quantized valu@a (z). See Figure
7.1 for illustration. A correct detection is made wheneveis in the correct quantization bin,
corresponding to O or 1.

Assume that the image datais uniformly distributed over the range of a quantization bin. Ac-
cording to [L7] this is a reasonable assumption, because in most watermarking applications, the
host-data power is much stronger than the watermark power$ o). If the dither is cho-

sen appropriately; can be made to be uniformly distributed over a quantization20n4, 31].

The added noise is assumed to be either normally distributed with zero mean and vafjamce
uniformly distributed orj—c, ¢|, so

L ifn € [—c,d
NY ~Ul-c,d, pyv(n) = { o otherwise (7.1)
1 a2
NE ~ N(0,02), pyc(n)= e2n VneR. (7.2)
wh PN Voro
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The used embedding formula is

:L“er—%bA

A 2

bA
yscs—x—l-Oé( A—x—d—i——). (7.3)

The bit error is independent of the value of the embedded bit. Without loss of generality, we
assume = 0. The dither is considered as something that gives the host sigg@he desirable
properties, so without loss of generality assume ihlhs the desired statistics aid= 0. Now,

the embedding formula

y=x+a(Qa(z)—x) (7.4)

is considered, wher@a (z) = | £ | A is the quantization operator. For the Gaussian case we will
need the law of total probability, which reads, for two continuous stochastic varigkdesl V,

pv(v) = /pVN(v]n)pN(n) dn. (7.5)
So
Py(VeA= / Pyin(v € AIN = n)pn(n) dn. (7.6)

7.2.1 Thederivation of the bit error probability

The detector makes an error if the received value: y + n is outside of one of the correct
guantization bins. For the bit error probability is does not matter whetter O or 1 is embedded.
Assuming 0 was embedded, then these correct quantization bins are the sets

O (x) + (4% — 1)%A, On(z) + (4k + 1&A kez, (7.7)

see Figurg.2 So, no error is made @a (z) + (4k — 1)1A <y +n < Qa(z) + (4k +1)1A,
for somek € Z.

Therefore the bit error probability is given by:

Ppr, = 1 — P(R € the correct quantization bjn

=1- P(QA(X)+(4k—1)%A§Y+N§QA(X)+(4I¢+1)£A>. (7.8)

k=—o0

Theorem 7.1. The bit error probabilityPgg (7.8) can be rewritten as

Paw = 1— f: P<(4k—1)iA<V+N<(4k+1)iA> (7.9)

k=—o00
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Figure 7.2: The quantization bins for which no error is made, are depicted with the green bars.

Proof: The probability in the sum of Equatiofd.g) can be rewritten as

P (QA(X) + 4k — 1)%A <Y 4+ N < Qa(X) + (4k + 1)%A> (7.10)
—P<(4k—1)iA§Y—QA(X)+N§ (4k+1)%A> (7.11)
_p <(41<; - 1)%A <(1—a)(X — Qa(X)) + N < (4k + 1)%A) (7.12)
_p ((4k - 1)%A <V4+N < (4k + 1)%A> , (7.13)

where in the second lin@a (X) is subtracted, in the third line the embedding formutady is
substituted fory’, and where we definetl = (1 — a)(X — QA (X)) and substituted” in the
fourth line. [

V is interpreted as the distribution of the host signal over a quantization bin, except for a scaling
with .. By assumptionX — Qa (X) is uniformly distributed over the range of a quantization bin.

This means that’ ~ U[—3(1 — @)A, (1 — a)A], so

L ifve[-il-a)A i1 -a)A
py(v) = q 72 el m Rt m ) (7.14)
0 otherwise
This infinite sum in Equation(9) is hard to compute and therefore we define the truncated sum
K 1 1
Phy=1- > P<(4k—1)ZA§V+N§(4k+1)ZA) (7.15)
k=—K

to be theK*® order approximation to the bit error probability. Note that for]élIPé(E > Pé%“ >
Pgg.

The bit error probability of Equatior7(9) can be approximated b§k.. Depending on the values
of the noise variance? and the quantization step siZethis approximation is already good for
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K =1, because for moderate noise the probability thatll come in another quantization bin, is
very small. So, th&'® order approximation for the bit error probabiliBsg, as given by

P]gE:I—P(—%ASVJrNgiA) (7.16)
1
:P<|V+N] > ZA> ) (7.17)
may already give relevant information. A better approximation is given by

1 1
PéEzl—P<—ZA§V+N§ZA> —P<—ZA§V+N§—ZA)

\ ; (7.18)
_P<ZASV+N§ZA)

—PB?E—P<—ZA§V+N§—%A> —PGASVJrNSZA)- (7.19)

The two cases of AWGN and uniformly distributed noise, i®S ~ N(0,0%) and NV ~
Ul—c, c], are considered in the following two sections. There we will derive formulas for the bit

error probability.

7.2.2 Thebit error probability for Gaussian noise

In this subsection the bit error probability for the Gaussian case is approximated§yitand
PLg. In the following theorems the formulas 61}, and Py, are derived.

The following facts about the error function erf and the complementary error function erfc are
used

erf(z) = 1 — erfe(z), (7.20)
erf(—z) = — erf(2), (7.21)
/erf(z) dz =z erf(z) + % e (7.22)
Theorem 7.2. For o = 1,
1A
0 =1 —erf| —2 . .
PO —1 f(\/§%> (7.23)

Proof: For the case of no distortion compensatian= 1, the host signal is quantized to one
point, sov = 0. Using Equation7.16) Py is calculated as

A
4 1 2
Plp=1-— e2on dn,
BE \2mo,
-4
This is equal t07.23, where .20 and (/.21 are used. |
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Theorem 7.3. For0 < o« < 1 we have

Proof: Using distortion compensation, €]0, 1], v is distributed with a probability density func-
tion as in Equation{.14). The approximation of the conditional bit error probability given
is

A
P(BE | V =v) = P(|V 4+ NY > V=0 (7.25)
:P(NG>%—V!V:v)+P(NG<—%—V]V:v) (7.26)

_A_

o 4
= / pye(n) dn + / pyec(n) dn. (7.27)

A —00

I—’U

Then we apply the law of total probability (se&)), to obtain
1l-w)A
Py = / P(BE | V =v)py(v) dv
%
La-a)a| f%f

2 2
—_nZ 1
= e 207 dn + e2n dn| —— dv
/ \/ 27r0n \/ TOn (1-a)A

1 IA—w 1 IA—w 1
= / —erfc( NS ) (1 erfc( NS ))] m dv, (7.28)

(1—a)A ~

where we used7(2) and (7.14). In order to rewrite Equation/(28, the Equationsq.20), (7.2])
and (7.22) are used. NowPJ; can be rewritten as

b b b
1 LA —w 1 IA—’U
P =c¢ /1 dv — —¢ /erf dv + =¢ /erf do, 7.29
BE 0 2 0 ( \/_O'n ) 2 0 \/_Un ( )

a a a

with ¢ = %OC)A, a=—1(1-a)Aandb = (1 — a)A and where we used (20. The first
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integral is equal tg:-. The second is equal to
b . b =b
ZA — v 1 —u2 “=
erf 3o dv = =20, [ erf(u) du = —v20, |u erf(u) + NG e ) (7.30)
1 1 La-HA %0, _il—91a?
=—-(a—)Aerf @ —3)A) V2o e 2o
. Vaon v (7.31)
1 1 _ 3 A 20, _i(a—%)2A2 .
+—(a—§)A erf 2le —3) + V2o e 203
2 2 V20, VT
A~y . lA_g
where in the first line the integration variahlés changed inta:, with v = ‘ig—a, a= ‘ig—g,
~ 1A_ n n
b = fgab, and where also in the first line Equation.Z2 is applied. In the second line the

expression is evaluated farandb.

The same procedure is applied on the third integral. Taking the three integrals together again and

using Equationq.21) gives the desired result.

|
A better approximation can be calculated with,, see Equation?.19.
Theorem 7.4. Fora =1
. LA 3A ]
Py =1—eaf| 2 + erf | —2 —erf| —& : 7.32
bE (\/50}1) (\/50'”> (\/50'” ( )
Proof: Use (.19, v = 0 and apply the same reasoning as in Theore2n |
Theorem 7.5. For0 < a < 1 we have
P} :70[_% erf %(a—%)A - a—% erf %(a—%)A
PET (1 a) V20, 2(1-a) V20,
+ a—% erf %(a—%)A - _% erf %(a—%)A
2(1 — ) V20, 2(1 - ) V20,
1 1 HA 3 1 3VA
_ats pf2leta)a) | ath  pfa@ts) (7.33)
2(1 — ) V20, 2(1 - ) V20,
2% 3 i(a—%QFAQ i(a—%Z)QAQ i(a—%;%?
+ =m0 — 207, + e 207, —e 207,
V27r(1 —a)A
_ fla—$)2a? ~ tatd)?a? _ 1et+3)%a?
+e 20‘% —e 20’% + e 20‘% ) + 1.

Proof: With (7.18 the conditional bit error probability giveli = v can be made. Applying the
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law of total probability and after some rewriting, as in the cBSg, we get

b b b
pl /1d e / NN / (1A= v) 4
= C v —C er —_— UV — —C er v
bE ! 20 \/§Un 20 \/Qan

a a

b b
1 A 1 —3A -
+ §Co/erf (4\/_T‘nv> dv — §Co/erf (4\/_T‘nv> dv (734)

a

1 2A L 2A

SA —wv 2A —v
4+ —co [ erf | 2 dv — —c /erf 4 dv,
2 0/ ( \/io'n ) 2 ! ( \/io'n

a

with ¢, a andb as before.

Following the same procedure as with the calculatiogf for 0 < a < 1, this gives the desired
result. [ |

The 0" order approximation for the case of Gaussian nois24 is drawn as a function af for
different WNR’s in FigureB.1

7.2.3 Thebit error probability for uniform noise

Next, we will compute approximations to the bit error probability for the case of uniformly
distributed noiseV and "host”V'. In order to establish the bit error probability, first the distribution
of the sumV” + N of the two uniform distributed variabldg and N is calculated. We have that
N ~Ul—¢,c] (7.D andV ~ U[—3(1 — a)A, (1 — @) A] (7.14. A distinction is made between
two cases:

Weak noisecase: The noise variance is smaller than the variancé{'ofr?\, < 0‘2, orc< %(1 —
a)A,;

Strong noise case: The variance ofi’ is smaller than the noise variance}, > of orc >
T(1—a)A.

In this subsection we will treat the weak noise case. The strong noise case can be treated com-
pletely analogously, so only the results are stated. See Frg8fer the probability density func-

tions of V, N and the sun¥Z = V + N for the weak noise case. In the following the probability
density function ofZ is derived.
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Figure 7.3: The probability density functions 6f, V' and the sun¥ for the weak noise case:
2 2
on < oy

Theorem 7.6. The probability density function d&f for the weak noise case is given by

(% if 2> vy +mngandz < vy +nq
1 if 2> andz <
pz(2) = (Ul(;fi)nl),z . szt s (7.35)
or—v0)(n1=n0) if 2>wv; +npandz < vy +ny
0 otherwise
(2+1(1—a)A+c .
W ff—%(l—a)A—CSzS1—%(1—0<)A+c
_ %AJFC_Z ffl—g(l—a)A+c§z §1 s1—a)A—c (7.36)
raa fzl-—a)A—c<z<5(1-a)A+c
0 otherwise

\

Proof: Consider the general case that Uy, y1] andN ~ U[ng, n1]. The weak noise case is
divided again in three subcases: subcasésAhe case < vy + ny (this is area 1 in Figur@.4),
subcase Ais the case > vy + n1 andz < vy + ng (this is area 2), and subcasg i the case

z > v1 + ng (area 3).
In order to calculate the probability & < z integration is done over areafor subcase A
i =1,2,3. Subcase Agives

Z—ng Z2—v z—no
1 1 zZ—v—ng
P(Z < = dn dv = d 7.37
(Z=2) / (o1 = v0) (1 —mg) / (or — o) (m —ngy v (73D
v  no )

(z —ng)? %v% —vo(z —ng) (7.38)

1
- 5 (’1)1 — vo)(m — no) (’Ul — vo)(m — TLU)7
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2 =01+ ng
(Uoﬂh) (Z — Ny, nl) f (Ul,m)
e @ vg <v<z—ng
@ ' ng <n<z—v
@' z—nyg <v<z—m
@ ' no <n<z—w
@ / @ z—n; <v<n
ngA-------- ng <n<z—w
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| |

: Z:U0+n1 :

| |

Vo vy

Figure 7.4: The integration areas of the three subcases of the weak noise case.

for subcase A

z—ni ni zZ—ng z—v

1 1 1 1
P(Z<z)= dn dv + / / dn dv
( ) / / (v1 —vg) (N1 — no) (v1 —vo) (N1 —no)
Vo  No zZ—ni1 no
(7.39)
z—ng
Z—Nn1 — Y Z—UV—1Ng
= - 4 dv 7.40
(v1 — o) / (v1 —vo)(n1 — no) (7.40)
z—n1
1 _ 2 _
_ 2 (n1 no) I z (nl + Uo) : (741)
(v1 —wo)(n1 — no) (v1 — o)
and for subcase A
zZ—n1 ni 1 1 v Z2—v 1 1
P(Z <z)= dn dv + / / dn dv
<= | [ o (o1 —w0) (1 —m0)
vo Mo zZ—n1 ng
(7.42)
v1
Z—Nn1 — Y Z—0UV—1Ng
=+ dv 7.43
(v1 — vo) / (v1 —vo)(n1 — no) (7.43)
z—n1
_ - (n1+wvo) (2—no)(vr +n1—2)+ %(z —n1)? — %v% (7.44)

(v1 — o) (v1 —vo)(n1 — no)

The probability density function of for the weak noise case is given py(z) = L P(Z < z).
For our case we hawg = —3(1—a)A, vy = 2(1—a)A, ng = —candn; = ¢, which completes

the proof. |
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————— >
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(c) Thecasé A > 1(1—a)A +c.

Figure 7.5: The bit error probability for the weak noise case is the shaded area ungdey).
There are three possible cases, depicted in Subfigd@) 7.5(b)and7.5(c)

For the strong noise case the pdf is given by

% if —5(1-—a)A—c<z<i(l-a)A—c
5% if ll-a)A—c<z<-1(1-a)A+ec
Pz(2) = § T wyase - 2 ) f( ) (7.45)
raae f-3(l-a)A+e<z<j(1-a)Ate
0 otherwise

The next step is to derive ti€" order approximation of the bit error probabili, (see Equation
(7.16) for uniform noise. For the weak noise case the probability density function is given by
Equation 7.36).

Theorem 7.7. For the weak noise case ti#" order approximation of the bit error probability is
given by

1~ gray fOo<iA<Il-a)A-—c
c—ipn)2 .
Pp={1-a 4 B0 il -a)A-—c<iA<i(l-a)A+c  (7.46)
0 ifIA>1(1-a)A+c

Proof: In order to calculate the error probability, the area under the graph (@f) is calculated,
with 2 ranging from—{A till $A. There are three possibilities, see Figars 1A < 1(1 —
A —¢, 3(1-a)A—c < A< L1-a)A+candiA > 1(1 - a)A + c. The areas
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under the pdf of Figur@.5are easy to calculate. For the last c&§g, = 0. The first case gives
Pl =1-2x (%A : ;) and the second case

(1—a)A
1 1 i L1—a)A+
Plp=1-2x(=(1-a)A—c) - ———— —2 PRSI S 7.47
BE . (2( o) C) A—a)a -~ / S0 —ajac & (740
%(1701)Afc

1
c (1—a)A+2¢c 1 2] =18
11— _ ” 2 (7.48)
< %(1 . Oé)A) |: 2(1 - Q)AC 2(1 - a)AC %(1—04)A—c

1 aA  (c—1A)?
T e A 7.49
2 8¢ + 2(1 — a)Ac (7.49)

The three integrals together give the desired result. |

Without proof we state the result for the strong noise case §(1 —a)A).

Theorem 7.8. For the strong noise case tli&" order approximation of the bit error probability
is given by

1-4 ifo<iA<-1l1-a)A+c
LAY .
Pon=4%3- %+t f-30-a)A+c<iA<i(1-a)A+c  (7.50)
0 if%Az%(l—a)Aﬁ—c

The 0" order approximation for the case of uniform noise given g and (.50 is drawn as
a function of« for different WNR's in Figure8.1

7.3 The bit error probability due to the adaptive quantization step
size

At the embedder for each pixel a quantization step gizes determined. In order to make a
detection it is necessary to estimate this quantization step size at the detector (this estimate is
calledA). Due to estimation errors, bit errors may be introduced in the detection. In this section
we analyze the dependence of the bit error probability on the estimation performance.

In Subsectiory.3.1a model to determine this bit error probability is derived. An approximation
using Fourier series is given in Subsectib8.2and the convergence of the Fourier series is exam-
ined in Subsectiofi.3.3 The expected error probability due to the estimatioaft the detector

is calculated in Subsectioh3.4

7.3.1 Modellingthe bit error probability Pa
The bit error probability due to quantization step size estimation errors is to be modelled. Because

only this error source is considered, other sources of errors are assumed to be absent. Therefore
it is assumed that no noise is added and that embedding is done without distortion compensation.
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Figure 7.6: The detection error made due to the errors in the estimation of the quantization step
size. In the upper and middle plots detection wktand A, respectively, is shown. The values of
z for which an error is made is shown in the lower plot, which is a plot of the produg¢tigt)

and fA(z).

For simplicity, we also assume that the dither equals zero. The bit error probability due to the
estimation of the adaptive quantization step size at the detector is denaféd by

Consider Figur&.6. This shows for some quantization step size which bit is detected, depending
on the pixel valuez. The upper plot of Figur&.6 shows which bit is detected if the correct
guantization step sizA is used, that is if at the detector the quantization step size is estimated
correctly A = A). We call this functionf2(z), with

f2(2) = sign (— cos (%z) ) (7.51)
2

wheresign(z) = 7y if 2 # 0 andsign(z) = 0if z = 0. The middle plot of Figure’.6 shows
detection with an estimatefl which is slightly bigger than the quantization step sixeised at
the embedding side. This function is call¢é(z). An error is made for all pixel values for
which f2(2) # fA(z), i.e., for which the product®(z) x fA(z) equals -1, see the lower plot of
Figure7.6.

For ease of computation, we scale the variahland all related variablegY and A), such that
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the range ok becomes the intervald, 1]. The probability that an error will be made is equal to
the area between the graph * (z) x f*(z) and the horizontal ling = 0. If we call the area
corresponding to correct detectigh(the white area in Figur@.6) and the area corresponding to
erroneous detectioB (the shaded area in Figure6), then we have:

A+B=1, (7.52)
1
A _
/ )% FA)) pe(2) dz = A~ B, (7.53)
0
wherep, (z) is the pdf ofz. Then the bit error probability equals:
1 1 i
Pa=B =5~ [ (22 % £2) pule) s (7.54)
0
1 1 i
. ™ s
=573 /51gn (cos (KZ> cos <Zz>> p2(z) dz. (7.55)
0

Plots for this bit error probability’A are given in AppendixC. From these plot it is clear that the
guantization step size should be estimated with large precision, becaus etsgeases rapidly.

This integral is very hard to evaluate due to thgn-function. Therefore, we have to approximate
the integral. We do this in the next subsection by approximating the funcfions) and f2(2)
by their Fourier series.

7.3.2 Fourier approximation

Note thatf(z) is a periodic function with periodx. This function can be approximated by the
Fourier series oft--3A, £ A]. According to Fourier theory the Fourier seriesféf(z) is given by

> aigi), (7.56)
=0

whereS = {go(2),91(2),--- } is an orthonormal system in the Hilbert spaldeof squared in-
tegrable functions ofi—3A, $A] and wherea; = (f, g;(2)), with () an inner product. The
Lo-norm on[—1A, 2A] is used, which is

N

LA LA 1
91555 = | 5 [ e s (7.57)
and is derived from the inner product

(f,g)l72838] = 1£(2)g(2)| dz. (7.58)
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If for S the orthonormal system of sinuses and cosinuses is usedfﬂ{em can be written as
A ) 1 n i nmw n i b i nmw (7.59)
Z) = —qQ aqyn COS — 2 Sin — Xz .

where then; andb; are the Fourier coefficients; = (f, gi(z)), SO

1 i
a0 = 1x /1fA&)da (7.60)
2 _ia
1A
2
Gy = — /fA cos <1— ) dz and (7.61)
A 24
%
1A
1 A . nmw
bn:%—A 1/ f=(2)sin (%_AZ> dz. (7.62)
A

ap = — f2(z)dz=0 and (7.63)

1
2
ap = i sign (— cos (%z)) cos (%z) dz (7.64)
2 2 2

—%A
' —1iA iA iA
=3 cos ?—Wz dz — [ cos ?—Wz dz —|—/cos ?—ﬂz dz (7.65)
3A 3 3A 3A
_ 1A _1A 1A
2 4 4
—4 1 0 if n even
—.=—gin(= - 7.66
o S (z””) {<_1><n+l>/2% f 1 odd (7.66)
This gives
> 4 (2k + )7
A k+1
= -1 7.67
PS5
wheren = 2k + 1 is used. FO[fA(Z) the derivation is done similarly:
= 4 2k + 1
Z k“ cos ( kl+A )TFZ . (7.68)
— (2k+ 1) %A
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So we have
1
B S i AL

Pa=3 2/{’;( D e o o T

o (7.69)
3 4 (2k+ 1)
k+1

X kzo( 1) @h+ r cos( %A z) }pz(z)dz

7.3.3 Convergence analysis

In this subsection the convergence 869 is established. According to Theorem 11.4 ffthe
Fourier series of a functiofi converges pointwise tg if and only if

) &
(||f||22 ]> =5 il (7.70)
=1

with «; the Fourier coefficients of and where the $-norm on[—3A, 1 A] is used. Equation
(7.70 is known as Parseval’s formula. Féf this means

1 2
(i) = 2 [ s = (7.1)
2
—%A
(7.72)
and
> > 1 > 16 72
|2 = _qpen_1 4 eI 7.73
;’O" kz_:o( Ty kZ:: 2k+1 TR (7.73)

from which it can be concluded that the Fourier serleqé(z) and fA( ) converges point-
wise to f2(z) and f2 () respectively. Becausg?(z) and f2(z) are not continuous functions,

their Fourier series does not converge uniformly, sdet is known thatf* (z) ande(z) are
continuous on the intervdD, 1], except for some points of discontinuity = (2k + 1)3A or

= (2k + 1)%& k € N. Therefore, we have that their Fourier series are uniform convergent on
any closed interval C [0, 1] not containing a point of discontinuity.

According to Theorem 11.4 of], because Equatior? (70 holds, it also holds that

1 1
—38,34]

lim || f — spll5 =0, (7.74)
n—oo

where{s, } is the sequence of partial sums definedhyz) = E oy g (). Because>(z) is a

1
periodical function, not onlylim %fﬂA |f2(2)=s,]?dz =0, butalso lim_ e fl B0 (2)—
YU TA ) 1A IA

1
sp|2dz = 0, and so on. AISOﬁh_{Iolo %LA f—Q%AA If2(2)—sn?dz =0 |mpI|esnth;O A fa |f2(2)—
sn|?> dz =0, fora,b € [-3A, £ A, because the integration term is positive. Therefore
. 0,1A 3A
Tim £ = a0 = Tim (1 = sall 5 4 Tim f — s 2
el " (7.75)
+"'+7}L1"g10||f—snll[2’ '=o,
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with h = (2k + 1) A, where(2k + 1) the largest integer such that it is smaller than 1.

Denote the Fourier series ¢f*(z) by s,, and the Fourier series (ﬂA(z) by ¢,. Then it can be
shown thats,, ¢,, converges tgf®(z) f2(z) in the Ly-norm on|0, 1]:

Isntn — F2 PR = (1(sn = F2) 0+ F2(tn — £2))0Y (7.76)
< (s = £l 4 1172 — 210N (7.77)

1 1
:/|(sn—fA)tn| dz+/|fA(tn—fA)| 4 (7.78)

0 0

A [011}

= (lsn = FAL tal)y ™+ (1AL = 1), (7.79)
< l(sn = I e DY 20 1 — 2I0Y, (7.80)

where the second line follows from the triangle inequality, the third from the definition ofithe L

norm on|0, 1], the fourth from the definition of theJ-inner product orj0, 1] and the fifth from

the Cauchy-Schwarz inequality. Becauken | f2 — an[QO’” =0, lim HfA - th[QO’l] =0 (see
n—oo n—oo

Equation 7.79), and becaus¢3n|][20’1] and||th[20’1] are finite, the limit of the right-hand-side of
(7.80 goes to zero and therefore

Tim [[sata — f2FAY = 0. (7.81)

Sos,t, goes tofAfA forn — oo in Ly sense. Itis also known that

1 1 1
/sntndz—/fAfAdz g/
0 0 0

so the integral{.69 of the product of the two Fourier-sums is convergent.

Sntn — FAFA] dz 2222 0, (7.82)

734 Statistics

In this subsection the expected valuef{ as given in 7.69 is calculated. Until now we have
consideredP as a deterministic function. It is also possible to see it as a stochastic variable
depending on the stochastic variablésand A, or alternatively onA and the estimation error

€1 = A — A. The mean of this stochastic variable can be calculated as

oo o0

EPA = / / PA(fla A)pq,A(el? A) de; dA. (783)

—00 —O0

We need to know the probability density functipn a(ei, A). Therefore we derive the distribu-
tions of the stochastic variablesand A from the distribution of the host signal samples

Assume that the host signal samples= (x1,x2,--- ,xy) are identically and independently
distributed with mearz = p, and variancevar(r) = o2. Let the quantization step size be

L
determined according td = 7 >~ ;. Because of the Central Limit Theorem (s&#]], we have
i=1
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L
for sufficiently largeL thatS;, = > z; can be approximated by a normal distribution with mean
=1

ps =B | wi| = Y Ble] = Ly (7.84)

and variance

0% = var {Z a:z} = Zvar [2i] = Lo2. (7.85)

Hence A = %SL has a normal distribution, as well, with mean
pa=E|180] = TLus =i (7.86)

and variance

2 _varlXLg, | = 22 =12
oA = var [LSL] = pzvar [SL] 7 0 (7.87)
So the probability density function ;. is given by
1 \/_ A= ’Yﬂz)
A) = R 7.88
pa(Ad) = N (7.88)

By assumption the watermatk = y — z is uniformly distributed ovef—A, A], if « = 1, so

A ifwel[-AA
pw|A(w|A) = {QA [ ] (789)
0 otherwise
We definedt; = A — A, therefore
L
i Y ’Y
Z ;(y i = z g T + wi — z Z wy .- (790)

We calculate the distribution ef givenA the same way as we did with calculating the distribution
. . . . . . 2 A2
of A and we get that; givenA is normally distributed with zero mean and varlaﬂ%%, SO

1 \/_

pajale) = Z="1 (7.91)
Using the definition of conditional probabilities we have

Per,aler, A) = pejaler) - pa(A) (7.92)

VL o, 1ot 793)

- 21 120, A

From this the expected value for the error probability due to the estimatinrabthq detector can
be derived with 7.83. With Pa (A, ¢1) given by (7.69, where we have substitutell = ¢; + A,
we get the desired formula for the expected bit error probability

1 L o _r(Aa- vuz)?
EPA(ptz, 02,7, L) //PA J€1) V6 e o 2“ e de; dA. (7.94)
2777 oA

—0o0—00

This integral can be evaluated numerically.
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74 Summary

In this chapter we have developed two models in order to quantify the performance of the water-
marking model. Bit error probabilities are used as performance measure.

e The first model uses the SCS with a fixed quantization step size and an AWGN or uniform
noise channel. For Gaussian noise two approximations of the bit error probdhilitare
calculated. These two bit error probabilities are given by Equafiad?d and (7.33. For
uniform noise one approximation is calculated, which is given7#6) and (7.50).

e The second model uses SCS with an adaptive quantization step size and an error free chan-
nel. The error probability’s due to the estimation ak at the detector is given by (55.

The bit error probabilityPs is approximated with the integral over two Fourier series. This is
proved to be convergent in SubsectitiB.3 The expected value d?, is calculated in Subsection
7.3.4and is given by 7.94).

The two models can be used in order to give a measure of the total performance of the watermark-
ing system.
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Chapter 8

Parameter optimization

In this chapter we determine the optimal value of the distortion compensation paraméieis
optimization is based on the bit error probabilig, derived in Chapte?. Our work is related

to the work of Joachim Eggers who also optimized His approach is a information-theoretic

one, based on channel capacity maximization. We have an analytical expression, which can be
optimized numerically, while Eggers has a numerical expression, which he numerically optimizes.
The resulting optimal values cannot be compared exactly, but they turn out to be very similar.

In Section8.1the optimization problem is given. A solution is given in Sect®2and compared
to the result of Eggers.

8.1 Theoptimization problem for «

Itis assumed that embedding is done by SCS, with a fixed quantization step arman AWGN
channel. So, the same conditions are used as in Subs@&cZ@nIn Section7.2an expression is
derived for the error probability under these conditions, see Equati®n For Gaussian noise this
equation can be approximated with Equati@r2é) or (7.33. Both of these expressions for the bit
error probabilityPsy, are dependent on the distortion compensation parametbe quantization
step sizeA and on the noise power:.

Recall that the watermark is defined as£ y — z. Using Equation 7.4) this givesw =
o (Qa(z) — z); Recall thatOa (X) — X ~ U[-1A, 1A], see Subsection.2.1 Therefore, the
watermark is uniformly distributed d§” ~ U[—3aA, ;aA]. The watermark variance is given

by

o2 = -2 = , (8.1)

SOA, a ando? are related by

A 2V30u, (8.2)
(6%

In [17] Eggers reports the same relationship.

Substituting this relation foA in Equation 7.24) leads to the following expression 6§, as a
function of o, o, ando,,:
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Q

o\ a—j3 3/2(a — §) o a—3 3/2(a—3) oy
P§E<a’a%> —2(1_2) erf( . 2 On>2(1_2)erf< o 2 0’n> o3

2
1 1 o 9 3
a on <6_3/2<4@2_5+1)ﬁ —3/2(m—3+1) U ) ey

+ -
Vo6r(l — ) ow

Note thatPJ;; only depends o and the ratio ob,, ando,,. The Watermark-to-Noise Ratio

is defined to beWNR £ 10 log, (‘C’; dB. For constant WNR the bit error probability of

Equation 8.3) is only a function of the distortion compensation parameteiThe value of the

WNR depends on the application. For some applications the power of the noise attack can be

quite large compared to the watermark power, for other applications the ratio betjeeil o2

is around 1.

The parametet: is set at the embedder. The question is now: How to set this parameter such that
the bit error probability is minimal? Or, in mathematical terms, we need to find

o9

3K

2
o = arg min Ppg <a; U—g’) . (8.4)
a€l0,1] On

This problem can be approximated by the problems

2
o’ = arg min Py (a; J—g’) . (8.5)
«€]0,1] On

An explicit expression foPL; is given by Equation§.3) for K = 0 and fork = 1 by

Pigl o ﬁ S 2 erf 3/2(0 = 3) AT B % erf 8/2(a — %) Tw
BEA\™ 52 2(1 — ) a on] 2(1—a) a On
a—2 3/2(a—35) oy a—1 V3/2(a— 1) oy
+ erf — - erf —
2(1 — ) a on] 2(1—a) a On
a+ 3 3/2(a— 3) o a+3 3/2(a— 3) oy,
_ £ £ Jw
2(1 — «) o ( a o +2 1—a) o a On (8.6)
_g(“‘%)g on _5(‘*‘%)2 on _5(‘*‘%)2 on
+ @ n 2 a2 o2 2 a2 o2 2 a2 o2
— | —e n +e n — e n
V6r(l — ) ow
503 s(ed) e s (e3) e
+e 2 a2 o2 —e 2 a2 °n +e 2 a2 o2 +1

In Chapter7 we also derived an expression B, for the case of uniform noise. In this case,
¢ = /30, see {.1). Substituting this andg(2) in (7.46) and (.50 we get expressions fdPJ,
as a function ofx and‘;—: for the assumption of uniform noise,
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0.9 : . = : 0.9 : : : :
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[e% @

(c) Piy's for WNR = 0

(d) PL’s for WNR = 5

Figure 8.1: The error probabilities for different Watermark-to-Noise Ratid®;, for the case of
uniform and Gaussian noise a}, for the Gaussian case.

o 1-— .
If —* < _—— (weak noise case) then
Ow
1 f O 12«
1= 2(1—a) if ﬁ < 20
0 _ )1 1 1 1\ow o on O 1-2a A on
PBE T )2 4(1-a) +<16a(1—a) _Z>ﬁ +4(1—a) UZ if U:; Z 20 A anu =
£ O 2a—1
0 if O’:, < 2a
a. .
if = > (strong noise case) then
Ow «
1 o £ O 1—2«
]. - %E |f E S 2
o _ )1 1 1 _1\ow a o if On 1-2a A on
Peg =\ 2~ 1= +<16o¢(17a) 4)5,1 tricayen o2 Nge 2
£ O 20—1
0 if ow < 2a0

2a—1
2a

(8.7)

The bit error probabilities§.3), (8.6) and 8.7) are shown in Figur8.1for different WNR'’s.
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Gaussian noisdg = 0
0.9 H — — uniform noise, K = 0
—— Eggers (SCS)

|| -~ - Costa (ICS)

I I
10 15 20

0
WNR

Figure 8.2: The optimal distortion compensation parametefior Gaussian and uniform noise
attacks andK’ = 0. For uniform noise there is a clipping point in the figure. For WNR’s larger
than this clipping point the optimal distortion compensation parameteis the set of values
between the two green dashed lines.

8.2 Bit error minimization and Eggers

Finding the optimal distortion compensation parameterconcerns finding the functiam* (‘;—:)

that minimizes 8.4). This is hard to solve analytically, but for a given value’efthe correspond-
ing valuea* can easily be calculated numerically.

Eggers also optimized the distortion compensation parameter. However, where we minimized the
channel bit error probability, he maximized the channel capacity

* Ow

o = arg max C <a; —> . (8.8)
a€)o,1] On

Eggers found a numerical approximation of the capacity function. He optimized this function
numerically and found a sequencecdfs for a given WNR. He approximated this sequence with
the formula

0-2
w (8.9)

*
(8% = _—
SCS 02 + 27102’

for the Scalar Costa Scheme (SCS).

A similar optimization problem can be defined for the case of uniform noise. In F&Rthe op-
timal distortion compensation parameteris plotted against the WNR for the different problems
and approaches: probler@.p) with K = 1, the optimala* for uniform noise, Eggers’ formula
(Equation 8.9)) and for the Ideal Costa Scheme (ICS) found by Costa given by

2
w (8.10)

2 2"
o +oy

g,
3
ajcs =

We see that our model fak” = 0 is almost equal to the result of Eggers. Hér= 1 we also
derived the optimad*. This improved bit error probability is plotted in FiguBes.
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G‘aussian‘noiseK — 1
0.9 | — Eggers (SCS)
- - Costa (ICS)

I I
10 15 20

0
WNR

Figure 8.3: Optimal distortion compensation parameter for the improved mddet(1).

The improvement fof = 1 is very small, but still it is even closer to Eggers’ function than our
earlier result withK' = 0. Because of the small difference between the modeldsfoe 0 and

K =1, see Figure.4, an increase in the value & is not expected to improve the estimate for
the optimal distortion compensation parametér

In order to determine the bit error probability in the presence of relatively strong noise, i.e., low
WNR’s, it is necessary to use higher valuesiof This can be seen from FiguBl, where for

low WNR's there is difference betwee; and PL. This is explained from the fact that for
strong noise, more quantization bins need to be taken into account. This is also why higher bit
error probabilities are seen tharb. It is also seen from Figurg.1that for higher WNR’s, from

WNR = 0, P§; and Py, are practically indifferent.
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Gaussian noisd = 0
—— Gaussian noisdg{ = 1

0.9

0.8

0.7

0.6

0.4

Figure 8.4: Optimal distortion compensation parameter for the two modé€ls=(0 and K = 1)
of Gaussian noise.
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Chapter 9

Contributions, Conclusions and
Recommendations

9.1 Contributions
During the internship we have done the following:

e A literature study of the state of the art of quantization watermarking was made. An
overview of watermarking in general and quantization based watermarking is given in Chap-
ter2 and3, respectively;

e The SCS is implemented in Matlab and C++;

e Two improvements of this scheme are developed: the use of error correcting codes and the
use of an adaptive quantization step size. The aim of the improvements is to get a better
robustness of the watermarking algorithm at an equal perceptibility level of the watermark;

e Several possibilities of the adaptive quantization method are implemented in C++;

e A convolutional encoder and a corresponding Viterbi decoder are implemented in C++. This
implementation uses an arbitrary number of inputs and outputs, so any rate is achievable.
Decoding has a high complexity, therefore it is only possible to use a memory size up to
M =09;

e A complete watermarking embedder and detector of SCS with the two improvements is
implemented in C++;

e Two models for estimating the performance of the watermarking algorithm are developed.
This results in two bit error probabilitieBzg and Pa;

e A detection threshold is calculated;

e The distortion compensation parameteis optimized for a Gaussian host signal and an
AWGN communication channel. This optimaf is compared with a similar result of Eg-
gers and is found to be equal,

e Experiments are done in order to estimate the result of the improvements.
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9.2 Conclusions

As stated in Chaptet we are seeking an increased robustness against AWGN and JPEG attacks
and against brightness scaling. The methods we have used were Error Correcting Codes and
adaptive quantization.

From Chapteb we conclude that ECC are a valuable tool in order to decrease the bit error prob-
ability and in this way increase robustness against all sorts of attacks. Concatenation of convolu-
tional codes and repetition codes is valuable as long as the noise introduced by the channel is low
enough. Beyond a certain noise strength CC do not add significant robustness improvements.

Adaptive quantization strongly adds to robustness against brightness scaling; Itis much better than
fixed quantization. Against AWGN the improvement from adaptive quantization is limited and for
JPEG itis slightly better to use fixed quantization.

Another goal of this report is to give an analytical model for the performance of the watermark
model. This was done in ChapféerThe performance is measured by the bit error probability. The

bit error probability for the case of fixed quantization, distortion compensation and a uniform or
Gaussian noise channel is determined. This bit error probabiityis a function of the distortion
compensation parameterand the WNR. Also the bit error probability for adaptive quantization,
without distortion compensation and without a noise attack is determined. The expectation of
this bit error probabilityPx is a function of the mean and variance of the host signand the

two parameters in order to be able to determine the adaptive quantization step size,nhantly

L. The developed models can be used to measure the effects of attacks and the use of adaptive
guantization on robustness.

For the case of a fixed quantization step size, distortion compensation and an AWGN channel
the optimal distortion compensation parameiéris determined. Using this parameter at the
embedder, robustness in an AWGN situation is maximized.arhee found was compared with
values found by Egger47], and was found to be identical.

If the maximum allowed distortion from the watermarkis known i.e., ifo—fu and~ are known,

and if it is known in which range the attack strength is, ic&.is known, then the WNR can be
calculated. For this WNR the optimal distortion compensation paramétean be derived from
Chaptei8. From Chapte6 we have thaf. = 11 is a reasonable value to geto. For a given host,

the two derived bit error probabilities can be calculated, giving a measure of the performance in
this situation.

9.3 Recommendations

The following topics deserve to be subject of further study:

e Ppp(a) can be compared with values found by experiment, using the software that was
developed during the internship.

e The bit error probability for the case of adaptive quantization, with distortion compensation,
and with a noise attack has to be determined in order to get a reliable measure for the overall
performance of the watermarking model. Is there a relationship between the two derived bit
error probabilities and the overall one? Maybe it is possible to provétbat < Pgg+Pa.

e Are there other improvements, besides the use of ECC and adaptive quantization?
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e The present watermarking algorithm is not robust against synchronization and geometrical
attacks. Countermeasures have to be sought.
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Appendix A

Notation

Variables and Functions

T host signal

Y watermarked signal

YM watermarked signal, watermarked using a watermarking scheme M
w watermarkw £ y — x

n processing on a channel, usually considered as noise
r signal received at the detection point

m message

l message length

m¢ encoded message

¢ encoded message length

m message estimated at the detector

k key sequence

d dither sequence

Q distortion compensation parameter

~ embedding strength parameter

A guantization step size

L number of samples in an environment

N length of signals:, y, w, n, r, d

T threshold setting

Ppg bit error probability due to a noise attack

PL K™ order approximation oPgp,

P bit error probability due to the estimation of at the detector

erf(z)  error function

erfc(z) complementary error function
(z) quantizer with step sizA

| rounding to the nearest integer
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Abbreviations and Acronyms

AWGN Additive White Gaussian Noise

BER Bit Error Rate

BMP BitMaP

CcC Convolutional Code

DC-QIM Distortion Compensated Quantization Index Modulation
DCT Discrete Cosine Transform

DFT Discrete Fourier Transform

DM Dither Modulation

DS-CDMA Direct Sequence Code Division Multiple Access
DVD Digital Versatile Disc

DWT Discrete Wavelet Transform

ECC Error Correcting Code

GIF Graphics Interchange Format

HAS Human Auditory System

HVS Human Visual System

ICS Ideal Costa Scheme

IH Information Hiding

JPEG Joint Photographic Experts Group

LSB Least Significant Bit

MPEG Motion Pictures Experts Group

MSE Mean Square Error

NASA National Aeronautics and Space Administration
pdf probability density function

SCS Scalar Costa Scheme

SNR Signal-to-Noise Ratio

SS Spread Spectrum

QIM Quantization Index Modulation

WNR Watermark-to-Noise Ratio
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Appendix B

| mages

(c) peppers. bmp (d) tulips. b

Figure B.1: The images used for experiments.
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Appendix C

Graphsfor Pa

We have plotted the bit error probabilifyy due to the estimation @k at the detector, as a function

of A and the absolute erref = A — A, see Figure€C.1andC.2 In FigureC.1 A is plotted for

0 < A < 1 after scaling of the parameters, see Seciidh For large values oDelta, the
distortion becomes too high. Therefore, those large values are disregarded. Therefore, the relevant
range forA is more like0 < A < 0.1 after scaling of the parameters, which is 0 to 25 before
scaling. See Figur€.2for a plot of Px in this range.
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(a) (b)

© (d)

Figure C.1: The bit error ratePa as a function ofA ande;. Pa is shown from different angles.
A'is in the rang€g0, 1].
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© (d)

Figure C.2: The bit error ratePa as a function ofA ande;. Pa is shown from different angles.
A'is in the rang€0, 0.1].
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